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Abstract

In 2018, Ukraine began taking its first steps towards integration into the EU’s Digital Single
Market, in order to simplify access to the EU market for Ukrainian companies, reduce barriers
toonline trade, implement European cybersecurity and data protection standards, and attract
investment in digital infrastructure. Initially, the scale of the necessary changes was estimated
to be much smaller, and with the expansion of EU digital legislation, the scope of the norms
required for implementation has grown significantly

On 15 December 2020, the Ministry of Digital Transformation of Ukraine presented the study
“Ukraine’s Integration into the EU Digital Single Market: Potential Economic Benefits”! which
contains expert assessments and actual calculations of the potential economic effect upon
Ukraine.

Ukraine has taken steps to implement the changes required to enable it to integrate into the
Digital Single Market (DSM), according to the measures contained in the EU-Ukraine Associa-
tion Agreement. In particular, the integration depends upon regulatory alignment in the areas
of electronic communications, electronic identification and electronic trust services, postal
and financial services, electronic payments, cybersecurity and data protection, within the
framework of the updated Annex XVII-3, which, according to the authors of this study, “will
lead to the introduction of the latest EU standards in the field of electronic communicationsin
Ukraine. Ukraine is also gradually converging with regards to other components of the DSM,
such as electronic identification, electronic payments and settlements, protection of intellec-
tual property rights on the internet, cybersecurity, personal data protection, and so on. These
steps, in turn, ensure Ukraine’s gradual integration into the DSM, which will facilitate digital
transformation within the country and open a window of new opportunities for citizens and
businesses”.?

The main goal of Ukraine’s integration into the DSM and the interoperability of digital services
is to enable Ukrainian businesses to provide services to the EU population and vice versa - to
allow European companies to enter the Ukrainian market without additional regulation, that
is, equal regulation of the digital market. For the EU and Ukrainian populations, the benefit
is an increase in the number of companies providing digital services, which may ultimately
reduce the cost of such services.

This article provides a brief description of the identified obstacles and bottlenecks, assesses
the risks and implications for certain areas of the digital market, and suggests possible ways
by which Ukraine’s accession to the DSM can be accelerated and the measures to be taken that
can assist with this.

By studying the statistics on the information and communication technologies (ICT) sector
in Ukraine before and after the full-scale invasion makes it possible to determine the current
state of the market and its development prospects.

Based on the author’s analysis of the legal and regulatory framework currently in place in the
EU and to be implemented via Ukrainian legislation, the article assesses the state of Ukraine’s
readiness to join the DSM.

! Trade+ Center for International Trade Analysis, Kyiv School of Economics, & Ukrainian Center for European Policy. (2020).
Ukraine’s integration into the EU Digital Single Market: Potential economic benefits. Ministry of Digital Transformation of
Ukraine.

2 Ibid.
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Introduction

In the context of the global transformation of the world economy, the e-services sector is rapidly
becoming an important source of growth in the gross domestic product of a country, contrib-
uting to increased employment and welfare.

Digitalisation leads to the creation of new jobs in technological sectors, products, services,
and related industries, changes in employment sectors (an increase in the number of people
employed in the service sector, against a decrease in the number of people employed in indus-
try and construction), as well as a reduction in employment in sectors where automation and
robotics come to replace human labour.

At the beginning of 2018, Ukraine identified certain priority areas for joining the EU’s Digital
Single Market® (DSM), including Ukraine’s accession to the EU programme Interoperability
Solutions for European Public Administrations 2 (ISA2), e-CODEX, e-invoicing, as well as the
Single Digital Gateway and Electronic Identification (elD) initiatives, which are united by one
important foundation: to ensure the development of interoperability and electronic services
in Ukraine in accordance with EU requirements (formats, standards, regulations, technical
solutions).

In August 2018, Ukraine developed and submitted to the EU Party (The Directorate-General
for Communications Networks, Content and Technology of the European Commission (also
called DG CONNECT)) the Strategy for Integration into the EU Digital Single Market of the Euro-
pean Union (the “Roadmap”™), together with the Action Plan for the Roadmap, as provided for
in Annex XVII of the EU-Ukraine Association Agreement.> On 9 December 2020, the Roadmap
was adopted by Ukraine and the EU during a meeting of the Association Committee in Trade
configuration. It was updated in 2021° in view of the changes in EU law that need to be imple-
mented, specifically in terms of the digital economy - in the agreement, “information society
services” - and the DSM.

While European countries have had ample time to achieve their goals and have been progress-
ing towards them in an evolutionary manner, Ukraine has had to take a large number of ac-
tions in a very limited time in order to fulfil its obligations under the EU-Ukraine Association
Agreement. Yet even these countries have encountered certain difficulties in relation to the
implementation of so many acts, initiatives and projects.

Given the EU countries’ ability to plan for the long term, they have already iterated several
approaches to regulating certain areas of the digital economy (for example, in the field of elec-
tronic trust services (electronic identification, authentication, and trust services - eIDAS and
elDAS2), and cybersecurity - NIS and NIS2 Directives) and are able to fully track progress to-
wards the set goals by using the Digital Economy and Society Index (DESI) methodology.”

3 Cabinet of Ministers of Ukraine. (2018). PO3TOPSIKEHHS lNpo cxganeHHs KoHyenyii po3gumky yugposoi eKoHoMiku ma
cycninecmaa YkpaiHu Ha 2018-2020 poku ma 3ameepdxxeHHs niaHy 3axodie wooo ii peanisayii. [Order On the approval of
the Concept for the Development of the Digital Economy and Society of Ukraine for 2018-2020 and the action plan for its
implementation]. https://zakon.rada.gov.ua/laws/show/67-2018-%D1%80#Text

4 Ministry of Digital Transformation of Ukraine. (n.d.). Minyugpa npedcmasuna oHosneHy JopoxHro kapmy iHmezpayii 00
€duHoz0 yugposozo purKy EC [The Ministry of Digital Transformation presented an updated roadmap for integration into the
EU Digital Single Market.] https://thedigital.gov.ua/news/mintsifra-predstavila-onovlenu-dorozhnyu-kartu-integratsii-do-
edinogo-tsifrovogo-rinku-es

5 Verkhovna Rada of Ukraine. (2014). Yz00a npo acoyiayito mix YkpaiHoto, 3 00Hiel cmopoHu, ma €gponelicokum Coro3om, €6-
ponelicbKuM cnismo8apucmeom 3 AmoMHoI eHepeii | iXHIMU depxasamu-4neHamu, 3 iHwoi cmopoHu. [Association Agreement
between Ukraine, of the one part, and the European Union, the European Atomic Energy Community and their Member
States, of the other part]. https://zakon.rada.gov.ua/laws/show/984_011#Text

5 Google Docs. (n.d.). IHhopmayis wjodo npoyecy iHmeepayii YkpaiHu 0o E0uHozo yugpposozo purky EC [Information on the
process of Ukraine’s integration into the EU Digital Single Market] https://docs.google.com/document/d/1H602807s8InK-
mUmF9X7aEz-iNY-dyoROkWu68A87SAg/edit?tab=t.0

" European Commission. (n.d.). Digital Economy and Society Index (DESI). Digital Strategy. https://digital-strategy.ec.europa.eu/
en/policies/desi
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Ukraine, on the other hand, has different baseline data; because of the full-scale invasion by
Russia, the occupation of 20% of its territory, and its inability to conduct large-scale surveys,
statistics, or censuses, the data is fragmented, some data has not been collected since the
beginning of the invasion, and some businesses have relocated or left and are now operating
in the EU. All of this makes it very difficult to determine the present state of Ukraine’s digital
economy.

As there is not enough information on the legislative aspects of the DSM to be found in one
place on the official websites of the European Commission, this article was prepared using
the analysis and systematisation of acts by Bruegel - Improving economic policy (in particu-
lar: J. Scott Marcus, Kamil Sekut, Hector Badenes Rodriguez); this is the third version of the
well-known dataset, the “blue wall” of EU digital regulation. While the 2010 “Digital Agenda”
marked the starting point of such regulation, it was the von der Leyen Commission that re-
leased a tsunami of new proposals. At the end of the 2019-2024 legislative term, our dataset
listed a total of 116 legislative items, 87 adopted as EU laws and 21 still in negotiation, with
eight remaining in the planning stage. Eighty-two EU governance mechanisms have been cre-
ated to implement and enforce the digital legislation.?

This analytical report provides answers to the following questions:

What does Ukraine need to do to join the DSM, when, and within what timeframe?
What challenges must it overcome?
How can the European community help to accelerate Ukraine’s accession to the EU?
The DSM is primarily concerned with common standards and regulation, uniform rules, and

transparent and independent institutions for regulating markets. Therefore, the focus of this
article is on aspects of regulation that will influence opportunities or create risks for Ukraine.

Methodology

The main purpose and objectives of this article are:

to assess the state of Ukraine’s legal and regulatory framework and readiness to join the
EU’s DSM in accordance with EU law, standards and practices;

to determine the state of Ukraine’s digital economy before the war and now;

to outline measures to assist Ukraine in the process of joining the DSM.
This article provides a brief description of the identified obstacles and bottlenecks, assesses
the risks and implications for certain areas of the DSM, and suggests possible ways by which

Ukraine’s accession to the DSM can be accelerated and the measures to be taken that can as-
sist with this.

The subject of the study is the legal regulation of Ukraine in comparison with the EU’s legisla-
tion in terms of regulation of the DSM.

8 Marcus, J. S., Sekut, K., & Zenner, K. (2024, 6. Juni). A dataset on EU legislation for the digital world. Bruegel. https://www.
bruegel.org/dataset/dataset-eu-legislation-digital-world

Institut fiir Europdische Politik / Institute for Economic Research and Policy Consulting


https://www.linkedin.com/company/bruegel/
https://www.linkedin.com/in/jmarcus2/
https://www.linkedin.com/in/kamil-sekut-5b547312b/
https://www.linkedin.com/in/h%C3%A8ctor-badenes-rodr%C3%ADguez/
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world

Research Paper / Joining the EU Digital Single Market - New Challenges for Ukraine

Implementation of EU legislation

Since the website of the European Commission does not contain a clear list of EU legal acts, for
this part of this report we have used a compilation of such acts by Kai Zenner, expert on the EU
Digital Agenda,’ prepared for Bruegel - Improving economic policy (Table 1).%°

Table 1: Overview of EU Legislations in the Digital Sector

Researchs.

Inoavelion Industrial Policy

Connectivity

Facilty Regulation

Open Intemet Access
Rogulation,

European Electronic
Communications Code
Directive (EECC),

eutop-level domain
Reguiation,

Roaming Rogulation,

Decision on a path to the
al Decade,

European Chips Act Union Secure
(Regulation),

Gigabit Infastucturo
Act,

Comnectivity Programme,

Datas Privacy

General Data Protecton

Regulation (GDPR),

Rogulation to protoct
rsonal data pr

Rogulation on the froo
flow of non-personal
data,

Opon Data Directive
®s),

ata Govemance Act
(DGAReguiation),

European Data Act
(Reguiaton),

Cybersecurity | LawEnforcement

Regulation 0 establs!
European Cybersecu
Competence Centre

NIS2 Directive,
(EUI2022/2555 Reguiation,

Radio Equipment

Roguiation, Directive (RED),

€IDAS Reguiation
(European Digtal Identity

- 5 Rogulation for a Singlo
E-evidence Rogulation, o

General Product Safety
Regulation,

E-commerce
& Consumer
Protection

Practces Directive
(uceo)

Directive on Consumer
Rights (CRD),

onvolcing Diroctive,

Company Law Directive,

Market Surveiliance
Rogulation

Singlo Market

Verscal Block Exemption
Regulation (VBER),

Dighal Market Act (OMA
Regulation)

Audio-visual Media
Services Directive
(AVMSD),

Potabilty Reguiation,

Satelite and Cablo Il
Directive,

Copyright Directive,

European Media
Froedom Ad,

Payment Service
Directive 2 (PSD2),

Rogulation (MICA),

Intoroperable Digtal content Directive,

Digtal Services Act (DSA
Roguiation),

Polifcal Advertising
Regulation

This study also uses the following as a basis for estimates:

» the European Commission’s 2024 report* on Ukraine’s progress in fulfilling its obligations
under the EU-Ukraine Association Agreement and the Deep and Comprehensive Free Trade
Area (DCFTA);

» data from the website of Ukraine’s Ministry of Digital Transformation on the implementation
of the EU-Ukraine Association Agreement;*

9 Zenner, K. (n.d.). About me. Digitizing Europe. https://www.kaizenner.eu/about

0 Zenner, K. (2023). Digital factsheet #4: A dataset on EU legislation for the digital world. Digitizing Europe. https://www.
kaizenner.eu/_files/ugd/88fe02_76ela3317443495aabcd5ba4a48f35e6.pdf

1 European Commission. (2024, October 30). Ukraine report 2024. Directorate-General for Neighbourhood and Enlargement
Negotiations. https://neighbourhood-enlargement.ec.europa.eu/ukraine-report-2024_en?fbclid=lwY2xjawGQngqJleHRUA2FI-
bQIXMAABHaQT5geEZAKY1XzQVY7um5LuQusK5mPvHFnIByXk3yq7nJHCAMNkiuAJCg_aem_4lhWMwib6w4Ros6K6nVkgg

Ministry of Digital Transformation of Ukraine. (n.d.). JopoHs kapma. [Roadmap]. https://thedigital.gov.ua/projects/
yevrointegraciya/roadmap
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data from the report National Broadband Development Strategy and Implementation Plan
Recommendations to the Ministry of Digital Transformation of the Government of Ukraine,
prepared by World Bank experts to provide recommendations to the Ministry of Digital

Transformation;3

individual expert assessments in the absence of reliable data.

A table comparing EU and Ukrainian legislation in terms of the implementation of the DSM
(Annex 1) contains detailed information on the current state of implementation.

The gradations of implementation of EU legal acts contained in the table are marked as fol-
lows: not subject to implementation, not implemented, partially implemented, implemented.

All acts mentioned in the table that contain legal provisions implementing EU law have a link
to the official website of the Verkhovna Rada of Ukraine (https://zakon.rada.gov.ua/laws), with
November 2024 being used as the legislative base.

Overview of the information and
communication technologies market

The overview of the information and communication technologies (ICT) market and dynamics
for 2020-2023 is taken from available sources.

The State Statistics Service of Ukraine does not publish all data; some of it is not made public,
in compliance with the requirements of the Law of Ukraine “On Official Statistics”,** which en-
sures confidentiality for some state statistics bodies.

However, open data was available for analysis as follows:

The number of people employed directly in the IT sector in Ukraine has almost doubled
since 2015 to almost 200,000 in 2020* (according to the N-iX report).

According to the World Bank, one job in the ICT sector can create 4.9 jobs in other sectors
(assuming the level of technological sophistication of the ICT sector is at the level of this
sector in the United States).

The share of people employed in the service sector in Ukraine increased from 53.9% in 2010
t0 61.1% in 2020 (World Bank, ILO).

According to McKinsey,'® approximately 15% of the world’s workforce (400 million people)
may lose their jobs due to the automation of work processes. However, these changes in
employment will not lead to long-term mass unemployment, as new types of jobs will be
created in various fields (McKinsey).

* World Bank. (2020). Recommendations to the Ministry of Digital Transformation of the Government of Ukraine for a national
broadband development strategy and implementation plan 2020-2025. World Bank. https://documentsl.worldbank.
org/curated/en/896591621848142525/pdf/A-National-Broadband-Development-Strategy-and-Implementation-Plan-
Recommendations-to-the-Ministry-of-Digital-Transformation-Government-of-Ukraine.pdf

Verkhovna Rada of Ukraine. (2022). llpo ogiyitiHy cmamucmucy. [Official Statistics]. https://zakon.rada.gov.ua/laws/
show/2524-20#Text

5 Melnytska, Y. (2019, August 30). 38im N-iX: Joxodu e IT-cghepi y 2019 poyi cknadyme S5 minespdia.[ N-iX report: Revenues in the
IT sector will amount to $5 billion in 2019.]. Investory News. https://investory.news/zvit-n-ix-doxodi-v-it-sferi-u-2019-roci-sk-
ladut-5-milyardiv/

UNIAN. (2017, November 29). ZJo 2030 poky 00 800 minelioHie modeli Moxyme empamumu pobodi micys yepez po6omie - aHa-
nimuku. [By 2030, up to 800 million people could lose their jobs due to robots - analysts].UNIAN Editorial. https://www.unian.
ua/science/2269721-do-2030-roku-do-800-milyoniv-lyudey-mojut-vtratiti-robochi-mistsya-cherez-robotiv-analitiki.html
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» According to a McKinsey study, 90% of jobs will require digital skills over the next 10 years.

The export figures'’ (Figure 1) for the IT sector are fairly optimistic - in 2023, they almost
reached the level of those recorded before the full-scale invasion. That is, despite mobilisation
and a significant number of people having gone abroad, IT services are still in demand.

In 2023, the export of IT services saw a decline for the first time, due to power outages and the
cautious attitude of foreign customers towards ordering services from Ukrainian IT specialists
(due to the risks of mobilisation and missile attacks).®

Figure 1

Dynamics of IT exports from 2020 to 2023, annual volume (thousand USD)

'I

2020year 2021 year 2022 year 2023 year

Source: State Statistics Service of Ukraine. Visualisation by the author.

In terms of imports, however, the figures have increased. This dynamic can be attributed to
two reasons: a large number of digitalisation projects; and the widespread use of cloud ser-
vices by the public sector. This applies to the increase in imports of IT services (Figure 2) and
electronic communications services (Figure 4), which have both been growing steadily year on
year.

T Soroka, R. (2023, February 21). Topik YkpaiHa ekcnopmyeana 0o EC menekomyHikayitiHux nocaye Ha $87,5 maH. [Last year,
Ukraine exported IT services worth 875 million dollars to the EU.] SPEKA. https://speka.media/torik-ukrayina-eksportuvala-
do-jes-kompyuternix-poslug-na-875-mln-dolariv-vm8nzp

Agapova, V. (2024, May 15). «Xn1i6» 3amicme «memany»: K YKpaiHa HOMazaemosCcsi 8MpuMamucs Ha MiXXHapoOHUX mosap-
Hux puHkax. [“Bread” instead of “metal”: How Ukraine tries to maintain its position in international commodity markets].
Ukrinform. https://www.ukrinform.ua/rubric-economy/3863981-hlib-zamist-metalu-ak-ukraina-namagaetsa-vtrimatisa-na-
miznarodnih-tovarnih-rinkah.html
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Figure 2

Dynamics of IT imports from 2020 to 2023, annual volume (thousand USD)

827
806
'

2020year 2021year 2022year 2023year

Source: State Statistics Service of Ukraine. Visualisation by the author.

The dynamics of exports of electronic communication services (Figure 3) is explained by
the use of Roaming Like at Home (RLAH) services; from 17 June 2024, mobile data roaming
tariffs for Ukrainians in any of the 27 EU countries were frozen for the first four months from 17
June 2024 spent in the EU.* The tariffs will undergo further review, but for now, by agreement
between Ukrainian and EU mobile operators, this roaming has been extended for another 12
months.?

Figure 3

Dynamics of telecommunication services exports from 2020 to 2023,
annual volume (thousand USD)

2020 year 2021year 2022 year 2023 year

Source: State Statistics Service of Ukraine. Visualisation by the author.

At the same time, Figure 4 shows that imports of telecommunications services increased sig-
nificantly,? which is due to the increase in public sector digitalisation activities (procurement
of IT services and cloud services).

9 Kuzmenko, Y. (2024, June 19). «PoymiHe sik 80oma» 3 EC dismume wjoHalimeHwe 4 micayi — MiHyugpu. [«<Roaming like

at home» with the EU will last at least 4 months — Ministry of Digital Transformation]. Suspline News. https://suspilne.
media/772245-rouming-ak-vdoma-z-es-diatime-sonajmense-4-misaci-mincifri/

2 European Commission. (2024, July 10). Commission welcomes a twelve-month roaming extension for affordable calls to and

from Ukraine. European Commission Press. https://ec.europa.eu/commission/presscorner/detail/en/ip_24 3721

2 National Bank of Ukraine. (2024). lMnamixHuli 6anaHc y 2024 poyi. [Balance of Payments in 2024.] https://bank.gov.ua/files/
ES/State_y.pdf
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Figure 4

Dynamics of telecommunication services imports from 2020 to 2023,
annual volume (thousand USD)

'I

2020 year 2021 year 2022year 2023 year

Source: State Statistics Service of Ukraine. Visualisation by the author.

Figure 5

Dynamics of IT and telecommunication services revenue from
2020 to 2023, annualized (USD million)

1523,81
1456,06
1099'63 .

2020 year 2021year 2022 year 2023 year

Source: State Statistics Service of Ukraine. Visualisation by the author.

The war and emigration of Ukrainians abroad had a significant impact on the electronic
trust services sector,?? which grew by almost 200% compared to the pre-war period. This is
because such electronic services are often the only means by which Ukrainian citizens can
access financial and public services, or carry out business activities while outside Ukraine.
However, these figures did not translate into an increase in revenue, as most of these services
are provided by banking institutions, and the cost of them is included in the cost of customer
service. Furthermore, such electronic signature services are generally provided free of charge.
An exception is the Ukrainian app Diia, which is operated by an enterprise within the Ministry of
Digital Transformation, and which charges a fee for this service. Despite this, the Diia signature
isin the greatest demand - the number of qualified electronic signature certificates issued by
Diia is 17.9 million.

22 Central Certification Authority of Ukraine. (n.d.). OyiHka cmaHy po3sumky cghepu enekmpoHHuUX 008ipYux nocye.
[Assessment of the development of electronic trust services]. https://czo.gov.ua/development
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Figure 6

Dynamics of electronic signature use in 2020-2023
25000 000 000

20 000 000 000

15 000 000 000

10 000 000 000 20059 168 646

5000 000 000

3923 706 029
0

2020 2021 2022 2023

10371 499 956

8669264 843

Source: State Statistics Service of Ukraine. Visualisation by the author.

Figure 7 shows the dynamics of issued electronic signatures, and qualified and ordinary seals,
before wartime and during the full-scale invasion. Given these statistics, we can draw some
conclusions: the approximate number of people who have digital skills and use digital services
in their daily activities, both civilian and business, is 15-25 million. That is, the potential for

increasing the use of various digital services is high.

Figure 7

pHeEN Dynamics of issued seals/signatures/seals and signatures in total for 2020-2023

28 018 643

25000000

20000000

16,910 696
15000000

16 298 953
13953 521

10000000

7193 698
5000000
531 156 609 722 418 776 491272
0
2020 2021 2022 2023

Number of qualified ic signature certificates —=—Number of qualified electronic seal certificates generated ~ —s—Total

Source: State Statistics Service of Ukraine. Visualisation by the author.

With regard to European integration of electronic identification and electronic trust services,
we can see that most of the electronic signature certificates generated are based on interna-
tional standards. However, the usage of the national standard is also growing (Table 2).
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Table 2

2020 2021 2022 2023
Number of qualified electronic signature
certificates generated using national standards 3999 2 087 116 161 8 385 392
Number of qualified electronic signature
certificates generated using international
standards 7 189 699 16 296 864 13 804 795 19 139 956

Source: https://czo.gov.ua/development. Visualisation by the author.
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Joining the EU Digital Single Market -
status, risks and threats

Before adopting the terminology “digital economy”, Ukraine defined this area as the “informa-
tion society”” and had made certain achievements in this area, including drafting dedicated
legislation and developing strategic documents.? This segment has always been a priority for
Ukraine, demonstrated by its past successes in creating technological know-how and innova-
tions.”

Given Ukraine’s potential in terms of ICT and the powerfulimpact this could have onincreasing
the country’s competitiveness and welfare, the reform of the telecommunications infrastruc-
ture (electronic communications) and the development of the information society are among
the main priorities for the implementation of the Sustainable Development Strategy “Ukraine
-2020”2¢ Ukraine’s readiness in terms of achieving the UN Sustainable Development Goals for
Ukraine by 2030 is determined by the Decree of the President of Ukraine of 30 September 2019,
No. 722/2019 “On the Sustainable Development Goals of Ukraine for the period up to 2030”.%

Cooperation between Ukraine and the EU in the field of information society development
(Chapter 14 of Title V of the EU-Ukraine Association Agreement) is focused upon:

the implementation of national information society strategies;
developing a comprehensive legal framework for electronic communications; and

expanding Ukraine’s participation in EU research programmes in the field of ICT.

Hence, digital transformation has been identified as one of the government’s priorities, and it
spans all areas of government activity. To this end, the position of Deputy Minister for Digital
Transformation has been created for all ministries and other central executive authorities, as
well as for regional state administrations.?®

The ratification of the EU-Ukraine Association Agreement by the Verkhovna Rada and the Eu-
ropean Parliament also opened up potential opportunities for Ukraine to implement Euro-
pean standards and integrate into the DSM, as reflected in the Government of Ukraine’s Pro-
gramme.?

% Verkhovna Rada of Ukraine. (2007). 3AKOH YKPAIHU Mpo OcHoeHi 3acadu po3sumky iHhopMayitiHozo cycninecmea 6 YkpaiHi
Ha 2007-2015 poku. [Law of Ukraine On the Basic Principles of the Development of the Information Society in Ukraine for
2007-2015]. https://zakon.rada.gov.ua/laws/show/537-16#Text

2 Cabinet of Ministers of Ukraine. (2013, May 15). PO3/TOPSI/)KEHHS [1po OcHogHi 3acadu po3sumky iHgpopmayiliHozo cycnisne-
cmea 8 YkpaiHi Ha 2007-2015 poku. [Order On Approval of the Strategy for the Development of the Information Society in
Ukraine]. https://zakon.rada.gov.ua/laws/show/386-2013-%D1%80#Text

% V.M. Glushkov Institute of Cybernetics of the National Academy of Sciences of Ukraine. (n.d.). Icmopis. [History]. https://
incyb.kiev.ua/institut/about-institute/istoriya

% President of Ukraine. (2015, January 14). YKA3 [TPE3VIJJEHTA YKPAIHU po Cmpamezito cmasio2o po3sumky «YKpaiHa - 2020,
[Decree of the President of Ukraine On the Sustainable Development Strategy «Ukraine - 2020»]. https://www.president.gov.
ua/documents/52015-18245

2" President of Ukraine. (2019, September 30). l1po Ljini cmanozo pozsumky YkpaiHu Ha nepiod 0o 2030 poky. [On the
Sustainable Development Goals of Ukraine until 2030]. https://zakon.rada.gov.ua/laws/show/722/2019#Text

2 Cabinet of Ministers of Ukraine. (2020, March 3). esiki numaHHs disineHocmi nidpo30inie 3 numaHe yugposozo po3sumxy,
yugposux mpaHcgopmayill i yugposizayii yeHmMpaseHUX Ma Micyegux opeaHie BUKOHABYOI 8/100U Ma 3aCMYNHUKI8 KepigHU-
Kig YeHmMpaseHUX opaaHie BUKOHAB4OI 87100U, 06/1acHUX, Kuigcokoi ma CesacmonosibCbKoi MicbKux OepxcagHUx aomiHicmpayili
3 NUMaHe Yugpposozo po3sumky, yugposux mhpanchopmayit i yugposizayii. [Some issues related to the activities of digital
development, digital transformation and digitalization units of central and local executive authorities and deputy heads
of central executive authorities, regional, Kyiv and Sevastopol city state administrations on digital development, digital
transformation and digitalization]. https://zakon.rada.gov.ua/laws/show/194-2020-%D0%BF#Text

2 Cabinet of Ministers of Ukraine. (2020, June 12). [TOCTAHOBA lpo 3ameep0oxeHHs [Tpozpamu disneHocmi KabiHemy MiHicmpie
YkpaiHu.[Resolution On Approval of the Program of Activities of the Cabinet of Ministers of Ukraine] https://zakon.rada.gov.
ua/laws/show/471-2020-%D0%BF#Text
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In August 2018, Ukraine developed and submitted to the EU Party (The Directorate-General for
Communications Networks, Content and Technology of the European Commission (also called
DG CONNECT)) the Strategy for Integration into the EU Digital Single Market (the “Roadmap”)
together with the Action Plan for the Roadmap,* as provided for in Annex XVII of the Associa-
tion Agreement.

On 4 October 2019, the Verkhovna Rada approved the Programme of Activities of the Cabinet
of Ministers of Ukraine,** whose goals include Ukraine joining the EU digital space and meeting
the criteria for EU membership. The programme also provided, at the level of the state appara-
tus, for total digitisation of management and information exchange processes.

The purpose of the Roadmap for Ukraine’s integration into the EU’s DSM by 2023 is to in-
troduce the principle of reciprocity to the internal market regime in certain sectors, as well as
to fulfil Ukraine’s obligations in the field of electronic communications through the consistent
adaptation of Ukrainian legislation to EU standards between 2018 and 2023. The Roadmap
also provides for the adoption, by the Association Committee in Trade configuration, of a deci-
sion on the gradual mutual granting of access to the digital market. This implies the elimi-
nation of restrictions on the provision of services in a certain sector by a legal entity in Ukraine
or EU member states, regardless of whether it is established in Ukraine or the European Union,
i.e. the same rules and no additional obstacles. (EU).

The Roadmap was updated in 2020-2021,* taking into account the recommendations made
by the European Commission, as well as revolutionary changes in EU law that were intro-
duced as a mechanism for achieving the goal of digital transformation of the EU by 2030. The
Roadmap also provides for the implementation of the latest EU digital norms and standards in
Ukraine - at least 75 acts of EU law (25 basic and 50 implementing acts). However, this is not
exclusive to Ukraine; 2021 was a turning point for EU law, with most directives (advisory for
EU Member States) being revised and replaced by regulations and acts, which are binding and
require much less implementation at the national level. The EU is thus significantly accelerat-
ing a single legal framework for digital transformation, based on three main pillars - solidarity,
prosperity and resilience - which will ensure that the EU gives its citizens, businesses and gov-
ernments control over digital transformation.

The 141 measures of the Roadmap for Ukraine’s Integration into the EU’s DSM by 2023 are
implemented by 29 public authorities. Meanwhile, the European Commission has initiat-
ed a multi-phase process to assess the state of implementation of Ukraine’s existing commit-
ments, administrative capacity and legislation. The recommendations issued as part of this
process were provided by the relevant Directorates-General of the European Commission in
the Roadmap Assessment and the On-Site Assessment of the commitments on telecommuni-
cation services under the EU-Ukraine Association Agreement. Accordingly, this Roadmap now
includes measures to implement these recommendations.*

% This Strategy was developed within the framework of the mechanisms set out in Annex XVII of the EU-Ukraine Association
Agreement and did not require it to be enshrined as an act of Ukrainian or EU law. It was further transformed in the European
Integration Plan and other strategic documents approved by the government and the Verkhovna Rada of Ukraine.

31 Cabinet of Ministers of Ukraine. (2020, June 12). [TOCTAHOBA l1po 3ameepdeHHs [Ipozpamu disineHocmi KabiHemy MiHicmpia
YkpaiHu. [Resolution On Approval of the Program of Activities of the Cabinet of Ministers of Ukraine]. https://zakon.rada.gov.
ua/laws/show/471-2020-%D0%BF#Text

32 Ukraine. (2021, November 22). CTPATET IS iHmezpayii YkpaiHu 0o EOuHo20 yugpo8ozo puHKy Eeponelicekozo Coto3y («[Jopox-
Hs1 Kapma»). [Strategy for integration into the EU digital single market (<Roadmap»)]. https://docs.google.com/document/d/1
XgGb7AWSs7Ktl6P15xuYDpLFVOMtOTSN/edit?tab=t.0#heading=h.30j0zll

3 Ministry of Digital Transformation of Ukraine. (n.d.). JopoxHs kapma. [Roadmap]. https://thedigital.gov.ua/projects/
yevrointegraciya/roadmap
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In December 2019, the Ukrainian side of the EU-Ukraine Civil Society Platform, a body estab-
lished by the EU-Ukraine Association Agreement itself (Article 469), also prepared a report
titled “Ukraine’s Integration into the EU Digital Single Market: Challenges, Opportunities and
Barriers”,** which contained recommendations by experts on the development of Ukraine’s
digital economy, including:

To provide for expenditures in the state budget for the implementation of the action plan of
the Concept for the Development of the Digital Economy and Society of Ukraine for 2018-
2020, and to adopt a government decision to launch the Digital Transformation Fund.

To consider ways to support European integration and digital market initiatives via the
state budget.

To implement digital transformation measures at the political and strategic level, based
on government targeted programmes, and relevant measures in sector-specific strategies,
in particular in the action plan for the implementation of the Innovation Development
Strategy®.

To clearly define mechanisms for coordinatingand monitoring the implementation of digital
transformation activities and projects by various departments of central government, and
for the timely dissemination of information about important international events and
projects.

To develop legislation to implement the General Data Protection Regulation (GDPR) in
Ukraine, simultaneously with the development of amendments to the legislation on access
to public information and movement of non-personal data.

To develop a national roadmap for the harmonisation of eHealth systems among the Easter
Partnership countries in line with the EU norms in four areas of action:

- regional eHealth networks; policy and governance; interoperability and standards; and
- electronic services for patients and data protection standards.

The Cabinet Ministers of Ukraine (CMU) should take measures to develop national digital
infrastructures and access to European ones, in particular, the review and approval of the
draft Concept for the Development of Ukrainian e-Infrastructures until 2022.

To provide a mechanism for state regulation of the process of harmonisation with the
European Cloud Initiative, including Ukraine’s participation in the creation of the European
Open Science Cloud and the formation of a national initiative.

To join the coordinated plan to promote the development and use of artificial intelligence
(Al) in the EU.

Some of the above recommendations were implemented in 2020-2021, but some remain un-
implemented. For example, the forecasted budget expenditure for digitalisation measures re-
mains unrealised, so these measures are usually funded by international technical assistance
from the EU, Special Economic Zones (SEZs), and the United States.

3 EU-Ukraine Civil Society Platform. (2019, December 3). Itmezpayisi YkpaiHu 0o €0uHo20 yuposozo puHky €8ponelicekozo Co-
03y: BUK/IUKU, MOX/1ugocmi ma 6ap’epu. [Integration of Ukraine into the European Union’s Digital Single Market: Challenges,
Opportunities, and Barriers]. https://eu-ua-csp.org.ua/media/uploads/Integration%20t0%20EU%20DSM_Ukr%20side_
UA.pdf

% Verkhovna Rada of Ukraine. (2019, July 10). l1po cxganeHHss Cmpamezii po3gumky cepu iHHo8ayiliHoi disineHocmi Ha nepiod
00 2030 poky. [On approval of the Strategy for the Development of the Innovation Sector for the period up to 2030]. https://
zakon.rada.gov.ua/laws/show/526-2019-%D1%80#Text
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Another problematic aspect of the implementation of the strategic objectives is the lack of
constant measurement of objectives, which is the result of military operations (the State Sta-
tistics Service has not collected data from enterprises for the last two years) and the lack of
approved indicators for collecting of metrics.

Thus, measurement of indicators and financing are unresolved issues for the promotion of
strategic goals.

The next task that has not yet been resolved is the prioritization of tasks for the Strategy imple-
mentation and their coordination with stakeholders.

On the eve of the EU-Ukraine Summit in December 2023, the Government of Ukraine met with
the College of European Commissioners and the President of the European Commission Ur-
sula von der Leyen, where, among other things, they discussed the implementation of the
Roadmap.* As a result of that meeting, the Ministry of Digital Transformation announced the
issues it will work on jointly with the EU regarding the DSM, namely:

updating the Roadmap for Ukraine’s integration into the DSM based on the EU’s Digital
Decade 2030 Programme;

the EU assessment of Ukraine’s electronic trust services sector with the aim of achieving
mutual recognition;

recognition of Ukrainian digital documents in the EU;
Ukraine’s integration into the EU’s Digital Economy and Society Index (DESI);
the launch of 5G technology and Ukraine joining the EU’s 5G transport corridors;

approval of the updated Annex XVII-3, which will ensure internal market treatment in
Ukraine’s telecommunications sector and bring it closer to the single roaming space with
the EU.

The Roadmap has a dedicated website® and implementation is constantly monitored. It
should be noted that the statistics regarding implementation are based on a self-assessment
by the Ministry of Digital Transformation and other public authorities and may not coincide
with the opinions of experts and the European Commission. This is because most of the EU le-
gal acts to be implemented in Ukraine do not have an acquis communautaire table, nor have
they undergone a preliminary assessment by the structural units of the European Commis-
sion. Therefore, there is no effective means for confirming the extent to which the Roadmap
activities have been completed.

According to the analysis of the Ministry of Digital Transformation, Ukraine is currently at the
level on 50% of implementation of EU law on 50% (Figure 8):

% Ministry of Digital Transformation of Ukraine. (2023, February 3). Ha6uxaemocs 0o yugposozo 6e38isy 3 EC: peaynemamu
3ycmpiyi Ypsoy Ykpaitu 3 Konezieto Espokoumicii. [We are approaching digital visa-free travel with the EU: Results of the
meeting between the Ukrainian government and the European Commission]. https://thedigital.gov.ua/news/nablizhaemos-
do-tsifrovogo-bezvizu-z-es-rezultati-zustrichi-uryadu-ukraini-z-kolegieyu-evrokomisii

37 Ministry of Digital Transformation of Ukraine. (n.d.). JopoxHs kapma. [Roadmap]. https://thedigital.gov.ua/projects/
yevrointegraciya/roadmap

Institut fiir Europdische Politik / Institute for Economic Research and Policy Consulting



Research Paper / Joining the EU Digital Single Market - New Challenges for Ukraine

Figure 8

@ Implemented @ In progress @ Not started

15% ——————————

Implementation of the
Action Plan of the Roadmap
for Ukraine's Integration into — 50%

the EU Digital Single Market
(Annex XVII-3)

36% —

Source: https://thedigital.gov.ua/projects/yevrointegraciya/roadmap

However, if we consider the dynamics of implementation according to Kai Zenner’s list of cur-
rent EU legal acts, the situation appears somewhat different (Figure 9):

Figure 9

@® Implemented @ In progress @ Not implemented
@ Not to be implemented ¢ Partly implemented

21% —————
S 26%

Statistics on the
implementation of EU
legislation with Ukrainian

legislation in the area of the
EU Digital Single Market
(Annex 1 to this report)

— 1%
14% —

37%

Source: Compiled by the author on the basis of Annex 1 “Comparative Table of Implementation
of EU Law Acts with Ukrainian Legislation in the Part of the EU Digital Single Market”

The next government comprehensive strategic document that set goals in relation to the
digital economy was the National Economic Strategy for the period up to 2030, approved by
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the CMU on 3 March 2021, No. 179.% The goal of this Strategy is to create opportunities for
Ukrainians as citizens, as entrepreneurs and as investors. It defines the guidelines, principles
and values for the development of the digital economy: an efficient digital service state and
crowded state institutions (development of the digital economy being one of the drivers of
Ukraine’s economic growth).

In furtherance of the Strategy’s goals, the digital economy has been defined, with a separate
vision and strategic measurable goals.

The vision is based on the following:

digital technologies as the basis of Ukraine’s prosperity;
a world where new opportunities for Ukraine are created;

a transformation in Ukraine towards a better life, and improved work, creativity and
education.

The strategic goals include:

acceleration of economic activity;

transformation of the resourced sectors of the economy to become highly productive,
intelligent and competitive;

transforming the increasing standard of living for consumers into something efficient,
modern, and comfortable;

creation of new opportunities for the realisation of human capital, and the development of
innovative, creative and digital industries and businesses.

The Strategy also includes an analysis of the digital economy, including conclusions and key
aspects. However, there is a gap in this area: there is no primary source of figures that can
be used as a starting point for achieving the goals in 2030, either because they are absent or
because they have not been made public. Therefore, the usual basis for analysing the digi-
tal economy, prepared in accordance with the methodology recommended by international
organisations or the European Commission, is not available: “Official statistics do not define
the scope of the digital economy in Ukraine (in particular, the ratio of the digital economy to
the country’s total GDP). Currently, the digital economy is calculated in only a narrow sense
(information and computer services), with no accounting of high-tech products, digitalised
services, etc.“*®

At the same time, the EU has updated its strategic documents and Decision (EU) 2022/2481
of the European Parliament and of the Council of December 14, 2022, establishing a Digital
Decade 2030 policy framework. The Decision defines tasks for each EU Member State: by 9 Oc-
tober 2023, each Member State must develop (or revise in accordance with the goals set by the
Digital Compass) and submit to the European Commission a national roadmap that should
contribute to the achievement of the policy goals at the EU level, taking into account sec-
toral initiatives and promoting coherence with them.

3% Cabinet of Ministers of Ukraine. (2021, March 3). [Ipo 3ameepdxeHHs HayioHaneHoi ekoHoMiyHOT cmpameeii Ha nepiod 0o
2030 poky. [On Approval of the National Economic Strategy until 2030]. https://zakon.rada.gov.ua/laws/show/179-2021-
%D0%BF#Text

3 Verkhovna Rada of Ukraine. (2021, March 3). [1po 3ameepdxeHHsi HayioHaneHoi ekoHoMiYHOI cmpamezii Ha nepiod do 2030
poky. [National Economic Strategy for the period up to 2030]. Page 253. https://zakon.rada.gov.ua/laws/show/179-2021-
%D0%BF#Text
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Every national roadmap should include the following:

(a) the main planned, adopted and implemented policies, measures and actions that con-
tribute to the achievement of the overall objectives and digital goals;

(b) national projected trajectories that contribute to the achievement of relevant digital tar-
gets that can be measured at the national level, while the regional dimension is reflected,
where possible, in national roadmaps;

(c) the timeframe and expected impact on the achievement of the overall objectives and
digital targets of the planned, adopted and implemented policies, measures and actions re-
ferred to in paragraph (a).

Policies, measures, and actions should indicate one or more of the following:
(a) directly applicable EU or national law;
(b) one or more commitments made to adopt these policies, measures or actions;
(c) allocated state financial resources;
(d) mobilised human resources;

(e) any other important factors related to the achievement of the overall objectives and the
digital goals they represent.

In their national roadmaps, Member States provide an estimate of the investments and re-
sources needed to ensure the achievement of the overall and digital goals, as well as a general
description of the sources of these investments - private or public - including, where appli-
cable, the planned use of EU programmes and instruments. National roadmaps may include
proposals for multinational projects, and Member States can also create regional roadmaps
aligned with their national roadmaps to ensure that common goals and digital targets are in
place across their territory.

However, some caution should be exercised in relation to all of Ukraine’s European integration
activities. Some stakeholders (MPs), as well as representatives of the sectors to be integrated,
have expressed deep concern about the lack of an accession date as well as more general
doubts surrounding accession. Although Ukraine’s potential accession in 2030 has been®, this
date depends on the proper implementation of measures by Ukraine in the period from 2025
to 2027, and the resistance of non-EU supporters could pose a serious risk to implementation
within that period.

4 Hotyn, R. (2023, November 8). Yu ecmynume YkpaiHa do €C y 2030 poyi? [Will Ukraine join the EU in 2030?]. Radio Svoboda.
https://www.radiosvoboda.org/a/ukrayina-chlenstvo-v-yees-2030-rik/32675010.html
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There has also been serious opposition to some of the integration measures,*,* on the part of
businesses and certain authorities that are in need of reform, who perceive potential threats to
national interests. In addition, assessments of accession vary between experts.* 44

In terms of progress of Ukraine’s legislative integration with respect to the digital economy,
the government has carried out an initial assessment: out of around 28,000 EU regulatory
documents, 2,739 require implementation into Ukrainian legislation, and the rest do not
require approval because they arerecommendations, protocols, exchanges of letters, and other
similar documents. Of the 2,739 acts, 1,625 have been adopted, and while 2,739 acts seems a
small number compared to the original list of 28,000, Ukraine has only managed to implement
1,625 acts in the 10 years since the EU-Ukraine Association Agreement was signed. At this
rate, it will take Ukraine another 17 years to implement all the acts. This was an unacceptable
timescale for many and led to a review of the government structure and the strengthening of
the European integration team by the Ministry of Justice, which is now subordinated to the
Deputy Prime Minister for European and Euro-Atlantic Integration.*

The speed of implementation of European norms will also directly affect the likelihood of
Ukraine joining the DSM. For Ukraine, there are a number of benefits to the adoption of these
norms and becoming part of the DSM:

Legal entities and individuals would have no restrictions on their activities in the digital
economy.

Ukraine’s competitive advantages (avoidance of double taxation, cheaper and more
educated labour force for creating digital services, cheaper electronic communication
services) would increase GDP.

Peoplewould be able to buy and sell goods on the single digital market without leaving their
homes, using cards issued by Ukrainian banks, paying taxes electronically (if necessary),
and receiving deliveries on time without the use of intermediary services.

Ukrainian legal entities that are not registered in the EU could carry out activities in the EU,
significantly reducing the cost of maintaining a representative office in the EU.

Ukrainian scientists could use EU achievements in scientific research.

Ukrainians could use cloud services provided not only by Ukrainian operators but also by
large digital service providers with their data centres in the EU.

4 Hloba, D. (2024, May 23). ADanmayisi - He K/TOHY8AHHS: SIK denymamu Xo4ymes aumpamumu Misesspou Ha 3axXucm nepcoHaslb-

Hux 0aHux [Adaptation is not cloning: how MPs want to spend billions on personal data protection]. Mind.ua. https://mind.
ua/openmind/20273976-adaptaciya-ne-klonuvannya-yak-deputati-hochut-vitratiti-milyardi-na-zahist-personalnih-danih?fbc
lid=IwY2xjawKFIWdleHRuA2FlbQIXMABicmlkETFkROX4ZmpOWURWNmwySzIGARSnmAndNP7yk_kJTd9cKr2mZ3mg3wlGofw
kfkmEYuYikSr2TXjC2uZsyTekSQ_aem_E-coEPjVZ09tlAc-NehFSQ

42 |-UA.tv. (2025, February 20). ¥ 3akoHonpoekmax Ne8087, 11220 ma 12207 3aX08aHO 3HUWEHHS HAYiOHA/IbHO20 Bi3Hecy —
Memyxos. [The legislative drafts No. 8087, 11220, and 12207 contain provisions that could destroy national business, says
Pietukhov]. https://i-ua.tv/news/90097-u-zakonoproiektakh-8087-11220-ta-12207-zakhovano-znyshchennia-natsionalno-
ho-biznesu-pietukhov

4 Kosse, I., & Vdovychenko, V. (2023, December 26). Ckinoku kowmye ecmyn YkpaiHu 8 €C. [How much does Ukraine’s EU acces-
sion cost?]. LB.ua. https://lb.ua/world/2023/12/26/590527_skilki_koshtuie_vstup_ukraini_ies.html

“  Razumkov Center. (2022). YKPAIHA HA LU/ISXY [0 €C: PEA/III | TEPCIMIEKTVBM. [UKRAINE ON THE WAY TO THE EU: REALITIES
AND PROSPECTS]. https://razumkov.org.ua/images/journal/NSD187-188_2022_ukr_full.pdf

4 Communication team of the Office of the Vice Prime Minister for European and Euro-Atlantic Integration. (2020, December
12). EkoHomiyHi nepesaau id iHmezpayii y EQuHul yugposuli puHok €C - peaynemamu docnioeHHs. [Economic benefits of
integration into the EU’s Digital Single Market - research findings]. https://eu-ua.kmu.gov.ua/news/ekonomichni-perevagy-
vid-integratsiyi-u-yedynyj-tsyfrovyj-rynok-yes-rezultaty-doslidzhennya/

4 Ukrinform. (2024, September 5). CmegaHiwuHy npusHayuau siyenpem’epKoto 3 NUMAaHe €epoiHmezpayii - MiHicmepkoto

tocmuyi. [Stefanishyna appointed Deputy Prime Minister for European Integration and Minister of Justice]. https://www.
ukrinform.ua/rubric-polytics/3902328-stefanisinu-priznacili-vicepremerkou-z-pitan-evrointegracii-ministrom-usticii.html
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In certain areas of the digital market, most disputes would be resolved by regulators
(electronic communications, cloud services, cybersecurity, data protection), with only a
small number of claims going to court.

A market for new types of services would be created, which could provide additional jobs
for Ukrainian specialists.

Given that the EU market today requires a large number of data protection specialists,
Ukrainian universities and certified training courses could provide a sufficient number of
employees if a national programme is directed towards this.

Updated software would create a market for technical support, added value within the
country, the ability to make prompt government decisions in support of the state’s strategic
course, and exchange of information with EU authorities.

Citizens, businesses and international partners would have timely access to public
information and open data and, based on the use of such data, could create additional
services, make decisions and exercise public control over the activities of the government
and local authorities.

Proper protection of individuals’ data would increase the level of trust in the government
and its decisions.

Although Ukraine has declared at a high political level that it is focusing all its efforts on
Europeanintegration,and despiteithavingenshrinedinits Constitution2019the “irreversibility
of Ukraine’s European and Euro-Atlantic course” (Decree of the President of Ukraine No.
155/2019 “Issues of European and Euro-Atlantic Integration” of 20 April 2019), there remain,
as mentioned above, some doubts among businesses, MPs, and some government officials
about the reality of joining the EU.

However, Ukraine’s integration into the EU’s internal markets, including the digital economy,
is one of the key priorities to ensure the “irreversibility” mentioned above.

Given the large number of declarative documents on European integration, Ukraine still does
not have its own comprehensive digital market strategy, although the vast majority of EU
countries have developed their own comprehensive digital transformation policies, digital
market strategies, etc. The development of the digital economy is monitored on an ongoing
basis in accordance with the DESI methodology.*

The EU-Ukraine Joint Work Plan on Electronic Trust Services has recently been approved,
with the prospect of concluding an agreement based on alignment with EU legislation and
standards.

Both European and Ukrainian experts have repeatedly emphasised that the eIDAS Regulation
explicitly states that an appropriate level of personal data protection and cybersecurity must
be maintained. From the moment Ukraine enters into the relevant international agreement
with the EU and becomes part of the pan-European system of electronic trust services, the
country must ensure the transposition of the GDPR into law, apply it in practice and establish
a supervisory authority in accordance with the GDPR and Convention 108+.

As for the introduction of electronic trust services in accordance with European legislation, full
implementation requires:

47 European Commission. (2024, July 2). DESI 2024 methodological note. https://ec.europa.eu/newsroom/dae/redirection/
document/106717

Institut fiir Europdische Politik / Institute for Economic Research and Policy Consulting


https://ec.europa.eu/newsroom/dae/redirection/document/106717
https://ec.europa.eu/newsroom/dae/redirection/document/106717

Research Paper / Joining the EU Digital Single Market - New Challenges for Ukraine

establish the level of reliability of electronic identification means for foreign providers of
electronic trust services at the legislative level;

to finalize the mechanisms for establishing liability for persons who cause damage to users
of electronic trust services;

determine who will bear the burden of proof in proving criminal intent or negligence of
electronic trust service providers.

Currently, Ukraine has separate strategies for the development of electronic communications
and integration into the EU digital market, as well as an economic strategy that incorporates
aspects of the digital economy. However, it still lacks:

its own digital market development strategy;

proper calculations that can help assess the advantages and disadvantages of joining the
DSM;

a comprehensive view of its own legislative transformation;

an overview of synchronisation in terms of deregulation and European integration;
strategic management of digital transformation in compliance with cybersecurity;
the development of public digital services;

an examination of the threats and risks to Ukrainian small- and medium-sized enterprises
(and these aspects have not been analysed by previous studies).

In addition, as touched on above, there is a particular lag in the development of legislation
to protect the rights of consumers of digital services, given that presently the burden of proof
lies with the consumer when fraudsters use a digital identity. These rights include the right to
privacy, the right to be informed about services, and the right to compensation for damages
caused by cybercriminals.

With respect to 5G implementation, this is not yet possible in Ukraine, due to the cost of
licences and the need to review the use of radio frequency spectrum, which is complicated by
Russia’s military aggression.* To avoid the risks associated with the introduction of 5G high-
speed networks, it will be necessary to revise standards and technical regulations to ensure
the cybersecurity of these networks, while a national strategy for the security of networks
and information systems is also required for the implementation of the NIS2 Directive, in
accordance with ENISA* recommendations.

% Myronovych, V. (2023, March 14). Kosnu 8 YkpaiHi 3’asumecs nogHoyiHHuUll 5G i wjo ye o3Hayae 015 puHky. When will Ukraine
have full-fledged 5G, and what does this mean for the market? SPEKA. https://speka.media/koli-v-ukrayini-zyavitsya-
povnocinnii-5g-i-shho-oznacaje-dlya-rinku-rozblokuvannya-castot-3400-3600-mgc-9wd63p?utm_source=google&utm_
medium=cpc&utm_campaign=20972733776&gad_source=1

4 European Union Agency for Cybersecurity. (n.d.). ENISA. https://www.enisa.europa.eu/
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Conclusions and recommendations

In view of the above, the following recommendations are offered to accelerate efforts to join
the EDC.

1. Prioritise the implementation of EU legal acts and develop a plan for the preparation of
draft laws to be considered in order to develop Ukraine’s digital market, in turn enabling
it to join the EU Digital Single Market (DSM) and the Initiative to promote the develop-
ment of a resilient digital economy.

Since there are already more than a hundred EU acts that need to be implemented, and some
bodies that are supposed to implement them have not yet been established, a more targeted
approach should be taken: realistic plans should be put in place to implement the acts and to
prioritise the opening of markets in the years before Ukraine joins the EU.

2. Introduce ongoing monitoring of implementation based on the DESI index®® - a meth-
odology and indicators that track progress in the EU Member States in the field of digital
technologies.

Measuring Ukraine’s achievements via the European Digital Economy Index (DESI) would help
to develop policies regarding, and an understanding of Ukraine’s contribution to achieve-
ments relating to, digital transformation.

3. Update the national Roadmap, which should facilitate the achievement of policy ob-
jectives at the EU level, taking into account sectoral initiatives and promoting coherence
with them, given the increasing number of European acts regulating the digital economy,
with special attention paid to prioritising measures and gradual integration into the EU
DSM.

The European Commission plans to support EU Member States in preparing their national
roadmaps, which should help achieve a common design across the EU in the future.

Perhaps, given the decision on Ukraine’s candidacy for EU membership and its determination
that it can accelerate the implementation of its integration into the DSM, the European Com-
mission could facilitate support for Ukraine in revising its national strategic documents and
developing a roadmap in accordance with Decision (EU) 2022/2481, and, provided that the
obligations of the EU-Ukraine Association Agreement are fulfilled under the “more-for-more”
scenario, could provide additional financial support for Ukraine in its journey to EU member-
ship.

Without a fully-fledged roadmap based on the EU’s proposed structure, Ukraine’s path to inte-
gration into the DSM and the measurement of progress in this regard will be difficult.

4, Determine the mechanisms for mutual recognition of standards, which is a prerequi-
site for joining the EU, or the timeline for transition to European standards in the digital
economy (electronic trust services, cybersecurity, electronic communications, payment
services, infrastructure resilience, etc.)

One of the most difficult issues will be the transition from national to European regulation in
terms of standardisation and conformity assessments. Currently, Ukraine uses national stand-
ards, and mutual recognition is complicated by the absence of an agreement with the EU reg-
ulating this issue.

% European Commission. (n.d.). The Digital Economy and Society Index (DESI). https://digital-strategy.ec.europa.eu/en/policies/
desi
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However, the results of conformity assessments (test reports, conformity documents, etc.) in
relation to technical regulations conducted in other countries are currently recognised and
accepted in Ukraine in accordance with the provisions of the current international treaties,
which provide for mutual recognition of conformity assessment results.51

Itis unlikely that it would be appropriate to conclude a separate agreement after Ukraine’s ap-
plication for accession has been submitted, but the Association Agreement (Article 56) obliges
Ukraine only to deploy conformity assessment for industrial goods, while there are no such
obligations in the digital economy (or, as the Agreement calls it, “information society servic-
es”):

“Ukraine shall, in accordance with the schedule of Annex Ill to this Agreement:

1.implement the relevant provisions of the EU acquis into its legislation;

2.implement the necessary administrative and institutional reforms required for the
implementation of this Agreement in accordance with the Agreement on Conformity
Assessment and Acceptance of Industrial Products (hereinafter referred to as the ACAA
Agreement) referred to in Article 57 of this Agreement;

3.establish an effective and transparent administrative system necessary for the
implementation of this Chapter.”>?

5. Address the issue of proper implementation of Article 139 of the Association Agree-
ment, namely e-commerce development, subject to full compliance with the highest in-
ternational standards of information protection to ensure the trust of e-commerce users.

Protection standards are based on two systems - cybersecurity management and personal
data protection. Both systems in Ukraine will require complete restructuring and development
in line with European standards (the main ones are the NIS2 Directive, GDPR and Convention
108+).

5.1. Cybersecurity in Ukraine is considered a national security issue, and the body that manages
this issue is an institution that belongs to the defence sector (military) - the State Service for
Special Communications and Information Protection (the SSSCIP). Hence the SSSCIP’s vision
of building Ukraine’s cybersecurity system is seen through the prism of its military functions.

Currently, the SSSCIP does not meet the following criteria of the Cybersecurity Act, which reg-
ulates cybersecurity governance in the EU: “each national cybersecurity certification body
shall be independent of the entities it supervises in terms of its organization, funding deci-
sions, legal form and decision-making.”53

Most digitalisation measures are approved by the government, while the Ministry of Digital
Transformation in the civilian sector and the Ministry of Defence in the defence sector imple-
ment the measures. This raises the question whether the SSSCIP will be able to make an inde-

51 Verkhovna Rada of Ukraine. (2015, January 15). 3AKOH YKPAIHW Mpo mexHiyni peznameHmu ma oyiHKy eidnogidHocmi. [Law
of Ukraine On Technical Regulations and Conformity Assessment]. https://zakon.rada.gov.ua/laws/show/124-19#Text

%2 European Union & Ukraine. (2014). YIO4A PO ACOLIALIFO mix YkpaiHoto, 3 00Hiei cmopoHu, ma €gponelicokum Coto-
30M, €gponelicbKUM ChiBMO8APUCMBOM 3 AMOMHOI eHepzii | iXHiMu depxasamu-yneHamu, 3 iHwoi cmopoH. [ASSOCIATION
AGREEMENT between Ukraine, on the one hand, and the European Union, the European Atomic Energy Community and their
Member States, on the other hand].https://zakon.rada.gov.ua/laws/show/984_011#Text

5 European Union (2019, April 17). Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act). https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32019R0881
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pendent decision in relation to certain public bodies to which it is subordinated as an execu-
tive body.

Conformity assessment is carried out in relation to the defined certification schemes and tech-
nical specifications of the European Commission. If the SSSCIP is designated by a national
standardisation body as an accredited conformity assessment body, such a body cannot pro-
vide the same services it will assess. However, the SSSCIP provides services through the Na-
tional System of Confidential Communication, which is defined thus: “the national system of
governmental electronic communications is a nationwide special information and communi-
cation system created on the basis of the state system of governmental communication, which
functions in the interests of state administration in peacetime, in a state of emergency and in
a special period with the provision of transmission, reception and processing of information
constituting a state secret and other information with limited access, the requirement for pro-
tection of which is established by law”, so there is a possible conflict of interest.

The requirements for networks and systems are usually set out in technical specifications, and
the supervisory authority cannot define the requirements and monitor their implementation
at the same time.

Reforming the country’s cybersecurity management system during martial law may be the
biggest challenge for the digital economy. This is because data security is a cross-cutting issue
for all aspects of digital economy development.

5.2. Establishment of a supervisory authority in the field of personal data protection.

The question that has been the most heatedly debated in Ukraine after the adoption of the
draft law on personal data protection in the first reading is whether the SSSCIP can meet all
the criteria without requiring amendment of the Constitution.>*

In this regard, balanced opinions have been put forward by lawyers who have already worked
with EU law or have had experience with data protection institutions in the EU.*

At the end of 2024, the European Commission published a report®® that contains a requirement
that Ukraine adopt the draft law that is already in the Verkhovna Rada by the end of 2025, and
another requirement to develop a personal data protection system by 2027, which is a condi-
tion of joining the EU.

Opponents of European integration are against this reform because they currently receive
certain benefits that will end (or decrease) with accession, for example, selling personal data
collected on the basis of publicly available data, but for a different purpose from that for which
the data was provided by the user. For example, companies that provide marketing services
or send spam communication are opposed to the reform, and there are some reservations in
the media regarding the application of the rules on photos and videos in public places. The
Ombudsman in Ukraine, who acts as the data protection authority, is currently conducting a

% Ukrainian Helsinki Human Rights Union. (2021, November 26). AHaniz npoekmy 3akoHy YkpaiHu «[1po HayioHaneHy KoMicito 3
NUMaHe 3axucmy NepcoHanbHuUXx daHux ma docmyny 0o nybaiyHoi iHgpopmayii» N2 6177. [Analysis of the Draft Law of Ukraine
«On the National Commission for the Protection of Personal Data and Access to Public Information» No. 6177]. https://www.
helsinki.org.ua/articles/analiz-proiektu-zakonu-ukrainy-pro-natsionalnu-komisiiu-z-pytan-zakhystu-personalnykh-danykh-
ta-dostupu-do-publichnoi-informatsii-6177/

% Ivanov, O. (2024, February 14). 0608’s13K08€e iH(hopMy8aHHS, KOHMPOAb MA BEAUKI WMPAU: sK HOBUL 3AKOHONPOEKM 3MiHIOE
npasusa 3axucmy nepcoHanbHux oaHux. [Mandatory notification, control, and large fines: How the new bill changes personal
data protection rules]. Ukrinforum. https://www.ukrinform.ua/rubric-polytics/3826649-obovazkove-informuvanna-kontrol-
ta-veliki-strafi-ak-novij-zakonoproekt-zminue-pravila-zahistu-personalnih-danih.html

% European Commission. (2024, October 30). Ukraine 2024 Report. Directorate-General for Neighbourhood and Enlarge-
ment Negotiations. https://neighbourhood-enlargement.ec.europa.eu/document/download/1924a044-b30f-48a2-99c1-
50edeacl4dal_en?filename=Ukraine%20Report%202024.pdf
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major information campaign to promote the draft laws necessary for Ukraine’s accession to
the EU.

Therefore, European institutions and partners should allocate funds to create two independ-
ent data protection institutions based on the European model and provide additional recom-
mendations and ongoing expert support to advise Ukrainian institutions in developing cyber-
security and data protection systems.

Continuous support and advice is something that Ukraine will need right up until its accession
to the EU. Former Ambassador of the EU Delegation to Ukraine Matti Maasikas has been both
frank and truthful in describing some aspects of political life in Ukraine, for example, strategic
documents: “In Ukraine, | did not pay attention to any documents called ‘plan’, ‘strategy’ or
‘development plan’, even when they were commissioned by the EU.” He also said that “often,
they were made for international donors and were not planned to be implemented” but that
some difficult reforms had been implemented under pressure from the European Commission
or G7 ambassadors.”” Indeed, the issue of personal data protection moved forward precisely
when the European Commission explicitly identified this measure as both necessary and a
priority in its report.

Therefore, the measures recommended in these conclusions could be implemented more
quickly if they are initiated from the outside rather than by Ukraine, particularly in terms of
cybersecurity governance and data protection reform.

57 Sydorenko, S. (2024, December 6). Bid mucky 0o komnpomicis, 8i0 Epmara 00 [lopoweHKa: cno2adu KoauWHe020 nocia €C
8 YkpaiHi. From Pressure to Compromises, from Yermak to Poroshenko: Memoirs of the Former EU Ambassador to Ukraine.
European Pravda. https://www.eurointegration.com.ua/articles/2024/12/6/7199623/
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Appendix 1 Comparative table of
implementation of EU legal acts with
Ukrainian legislation in the area of the
EU Digital Single Market

1 RecoveryandRe- = CMU Order “On the Facility of the Plan of Partiallyim- = Ukraine’s plan for the Ukraine Fa-
silience Facility Ukraine” for the purpose of implementing = plemented cility was adopted in response to
Regulation the EU initiative “Ukraine Facility” intro- the Regulation on the establish-
(EU) 2021/241 duced by Regulation (EU) No. 2024/792 ment of a fund for the recovery
Regulation (EU) of the European Parliament and of the of Ukraine. However, the goals

. Council of February 29, 2024%® and objectives are identical to
establishing the
. - the European Fund for Recon-
Ukraine Facility . - .
2024/792 strucpon and Recovgry, in wh|§h
Ukraine cannot participate until
it becomes a full member.*®
The status of implementation is
available on the website of the
Ministry of Economy.®

2 InvestEU Ukraine does not participate in this Not subject Ukraine has established the
Programme programme to imple- Innovation Development Fund,®,
Regulation mentation which implements various pro-
(EV) 2021/523 jectsin the areas defined by the

Regulation.

3 Digital Europe Not subject Ukraine can participate in these
Programme to imple- funding programmes as a candi-
Regulation mentation date country.®?

(EU) 2021/694

4 Horizon Europe Not subject Ukraine can participate in these
Regulation to imple- funding programmes as a candi-
(EU) 2021/695 mentation date country.®
(EU) 2021/764

5 Connecting Not subject Ukraine can participate in these
Europe Facility to imple- funding programmes as a candi-
Regulation mentation date country.®
(EV) 2021/1153

5

@

5

)

6

3

6.

2
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Cabinet of Ministers of Ukraine. (2024, March 18). [1po cxeaneHHs [naHy Ykpainu. [On Approval of the Plan of Ukraine].
https://zakon.rada.gov.ua/laws/show/244-2024-%D1%80#Text

Government of Ukraine. (2024, March). lra+ 055 Ukraine Facility, 2024-2027. [Ukraine Facility Plan, 2024-2027]. https://www.
ukrainefacility.me.gov.ua/wp-content/uploads/2024/03/plan-ukraine-facility.pdf

Ministry of Economy of Ukraine. (n.d.). Ukraine Facility Plan. https://www.ukrainefacility.me.gov.ua/; Ukraine Facility Plan
Implementation Progress. https://app.powerbi.com/view?r=eyJrljoiYWEWNGNmMNmYtOGMzZCOOOTUwWLWEWZTgtZjJI0DQwZ
GZjMmM5liwidCI6ImNIMWIWNDA5LWQ50WQtNDQ2Mi05YTY3LTViZmQ2Y2I0YTEONYJ9

Ukrainian Startup Fund. (n.d.). Ukrainian Startup Fund. https://usf.com.ua/

European Commission. (n.d.). The DIGITAL Europe Programme - Work Programmes. https://digital-strategy.ec.europa.eu/en/
activities/work-programmes-digital

Horizon Europe Office in Ukraine. (n.d.). Specific support for Ukrainian research and innovation. https://horizon-europe.org.
ua/en/about-he/support-for-ukraine/

European Commission. (n.d.). EU-Ukraine relations. https://neighbourhood-enlargement.ec.europa.eu/european-
neighbourhood-policy/countries-region/ukraine_en
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6 Regulation on Ukraine does not participate in this Not subject The joint venture members are:
High-Perfor- programme toimple- the EU, represented by the Euro-
mance Com- mentation pean Commission;
puting Joint - . .
Undertaking Austrl.a, Belgium, Bulgaria, .
(EU) 2021/1173 Croatia, Cyprus,.Cze.ch Republic,

Denmark, Estonia, Finland,
France, Germany, Greece,
Hungary, Iceland, Ireland, Italy,
Latvia, Lithuania, Luxembourg,
Malta, the Netherlands, Norway,
Poland, Portugal, Romania,
Slovakia, Slovenia, Spain and
Sweden; Montenegro, North
Macedonia, Switzerland and
Turkey, on condition that they
are associated with Horizon
Europe, the digital Europe
programme or the Connecting
Europe Facility; the European
Technology Platform for
High-Performance Computing
association (subject to EU
endorsement); the Data, Al and
Robotics Association, formerly
known as the Big Data Value
Association.

7 Regulation on Not subject The Regulation established the
Joint Under- to imple- policy and legal framework for
takings under mentation European partnerships with pri-
Horizon Europe vate or public sector partners.
(EU) 2021/2085
2022/0033(NLE)
to
add a Chips Joint
Undertaking

8 Regulation on a Procedure forimplementing an exper- In the The project was launched by the
pilot regime for imental project on the organisation process of Innovation Development Fund in
distributed ledg- of research of high-tech means by the implementa- = October, and the pilot project is
er tech. market “Sandbox” method tion funded by international technical
(EU) 2022/858 assistance and other sources.

% Cabinet of Ministers of Ukraine. (2024, October 29). [TOCTAHOBA l1po peanizayito ekcnepumeHmasneHo20 npoekmy ujo0o opea-
Hi3ayii npogedeHHs 00CiOKEeHHS 8UCOKOMEXHO102i4HUX 3acobie Memoodom “Sandbox”. [Resolution On the Implementation of
an Experimental Project for Conducting Research on High-Tech Means Using the ‘Sandbox’ Method]. https://zakon.rada.gov.

ua/laws/show/1238-2024-%D0%BF#Text
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9 Frequency Bands  In November 2021, the EU-Ukraine Asso- Implement- Measures on roaming have been
Directive ciation Committee updated Annex XVII-3 ed taken, and radio frequency
(EEC) 1987/372 to the Association Agreement, which pro- spectrum regulations have been
(EC) 2009/114 vides for, inter alia, implementation, by N partially implemented - there
a decision of the EU-Ukraine Association Partially im- are problems with frequency
10  Radio Spectrum Committee: plemented conversion.®’
Decision - EU Directive 2018/1972 establishing a Creation of conditions for the
(EC) 2002/676 European Code for Electronic communi- release of radio frequency bands
cations (until 31 December 2024); harmonised with the EU, neces-
11  Broadband - EU Directive 2014/61/EU on measures to sary for the introduction of new
C?st R'eduction reduce deployment costs of high-speed technologies, is planned for 2026
Directive electronic communication networks (until For 5G to succeed, it is crucial for
(EV) 2014/61 31 December 2021); Ukraine to enable harmonised
- Regulation (EU) 2015/2120 on measures licensing of the frequency bands

that are not yet widely used in
Europe for mobile-700 MHz, 1400
MHz, 3400-3800MHz.

for access to the open internet and the
introduction of amendments to Directive
2002/22/EC on universal service and

rights of users in relation to electronic Long-term spectrum strategy on
communication networks and services enabling new frequency bands
(until 31 December 2025); is needed-higher-frequency (mil-
- Regulatory frameworks for radio spec- limetre) bands-lower-frequency
trum policy, including more than three bands.

dozen of the EU acquis (until December The provision of a regulatory
31,2022). sandbox or flexible regulations

are crucial in piloting 5G net-
works and safeguarding private
sector investments before the
technology is fully mature. As
such, consistency among peers
and in consultation with key
stakeholders on the following
points is recommended:

Also, Annex XVII-3 provides for the proper
management of risks related to the
security of networks and services in ac-
cordance with the framework of measures
presented in the publication “Cyberse-
curity of 5G networks: EU risk mitigation
toolkit”, published in accordance with
Commission Recommendation (EU)
2019/534 of 26.03.2019 (C(2019) 2335).%¢ - duration of licences,

- timing of repurposing of the

spectrum

- reasonable spectrum fees.

12  OpenlinternetAc-  The Law of Ukraine “On Electronic Com- Implement- | According to the Ministry of
cess Regulation munications”® ed Finance,* Regulation imple-
(EU) 2015/2120 mented.
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Ministry of Digital Transformation of Ukraine. (n.d.). CTPATETIS] PO3BUTKY CHEPY E/TEKTPOHHUX KOMYHIKALIV YKPATHN ~
2030. [Strategy for the Development of Ukraine’s Electronic Communications Sector - 2030]. https://thedigital.gov.ua/storage/
uploads/files/%D0%90%D0%BD%D0%B0%D0%BB%D1%96%D1%82%D0%B8%D1%87%D0%BD%D1%96%20%D0%BC%D
0%B0%D1%82%D0%B5%D1%80%D1%96%D0%B0%D0%BB%D0%B8.pdf

Ministry of Digital Transformation of Ukraine. (n.d.). AHazni3 Ha 8idnogioHicme nonimuyi ma npagosili 6asi, nepedbayeHuli
PiweHHsaM 676/2002 / EC. [apmoHi3ayis 8UKOPUCMAHHS padio4acmomHozo cnekmpa YKpaiHu 3 ypaxyeaHHsM iHmepecie

ycix cghep disnbHocmi ma kamezopitli cnoxxusadia. [Analysis of Compliance of Policies and Legal Framework as Provided by
Decision 676/2002/EC: Harmonization of Radio Frequency Spectrum Use in Ukraine Considering the Interests of All Activity
Spheres and Consumer Categories]. https://thedigital.gov.ua/projects/yevrointegraciya/roadmap/3-analiz-na-vidpovidnist-
polititsi-ta-pravoviy-bazi-peredbacheniy-rishennyam-6762002-es-garmonizatsiya-vikoristannya-radiochastotnogo-spektra-
ukraini-z-urakhuvannyame-interesiv-usikh-sfer-diyalnosti-ta-kategoriy-spozhivachiv

Verkhovna Rada of Ukraine. (2020, December 16). 3AKOH YKPAIHW [Tpo enexkmpoHHi komyHikayii - Po3din Xlil. YHIBEPCA/IbHI
E/IEKTPOHHI KOMYHIKAUINHI TTOC/1YTA. [LAW OF UKRAINE ON ELECTRONIC COMMUNICATIONS - Section XIIl. UNIVERSAL
ELECTRONIC COMMUNICATION SERVICES]. https://zakon.rada.gov.ua/laws/show/1089-20#n1825

Ministry of Digital Transformation of Ukraine. (n.d.). 8. 3akoHodasue speayno8aHHsi NUMaHHs 8i0KpumMozo 0ocmyny 00 IH-
mepHemy. [Legislative Regulation of Open Internet Access]. https://thedigital.gov.ua/projects/yevrointegraciya/roadmap/8-
zakonodavche-vregulyuvannya-pitannya-vidkritogo-dostupu-do-internetu
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13  European Elec- Law of Ukraine “On Electronic Communi-
tronic Commu- cations”™
nications Code The Law of Ukraine “On the National
Directive (EECC) Commission for the State Regulation of
(EV) 2018/1972 Electronic Communications, Radio Fre-

quency Spectrum and Postal Services”™

Partially im-
plemented

In December 2020, the Law of
Ukraine “On Electronic Commu-
nications” was adopted, which
came into force on 1 January
2022. In December 2021, the
Law of Ukraine “On the National
Commission for the State Regu-
lation of Electronic Communica-
tions, Radio Frequency Spectrum
and Postal Services” was adopt-
ed, which came into force on 13
February 2022.

These laws provide for the
implementation of EU Directive
2018/1972 establishing the Euro-
pean Electronic Communications
Code, which is a significant
progress towards Ukraine’s
accession to the EU Digital Single
Market.

™ Verkhovna Rada of Ukraine. (2020, December 16). 3AKOH YKPAIHU [1po enexkmpoHHi komyHikayii - Po30in Xill. YHIBEPCA/IbHI
E/IEKTPOHHI KOMYHIKALINHI TOC/1YTU. [LAW OF UKRAINE ON ELECTRONIC COMMUNICATIONS - Section XIIIl. UNIVERSAL
ELECTRONIC COMMUNICATION SERVICES]. https://zakon.rada.gov.ua/laws/show/1089-20#n1825

" Verkhovna Rada of Ukraine. (2021, December 16). 3AKOH YKPAIHY - Mpo HayioHaneHy komicito, wjo 30ilicHioe depxasHe pezy-
JI0BAHHS Y Cehepax eneKmpOoHHUX KOMYHIKayil, padio4yacmomHo20 cnekmpa ma HaOaHHS NOC/Y2 NOWMO8020 38’a3KY. [Law
of Ukraine No. 1971-I1X On the National Commission for the State Regulation of Electronic Communications, Radio Frequency
Spectrum and Postal Services]. https://zakon.rada.gov.ua/laws/show/1971-20#Text
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14  Roaming Regu- The Law of Ukraine “On Electronic Com- Implement- In April 2023, the EU-Ukraine
lation munications” ed Association Committee amended
(EU) 2022/612 Annex XVII-3 in the trade part of

the Agreement, which provides
for the implementation of EU
acts necessary to obtain internal
market treatment with the EU

in terms of roaming services

by joining the EU’s Roaming as
Home single roaming area, in
particular:

- Regulation (EU) 2022/612 on
roaming on mobile networks of
general use within the European
Union;

- Commission Implementing
Regulation (EU) 2016/2286,
which sets out detailed rules for
applying the fair use policy and
methodology for assessment of
the sustainability of the elimina-
tion of retail roaming surcharges
and the application to be sub-
mitted roaming provider for the
purposes of such assessment;

- Commission Delegated Regula-
tion (EU) 2021/654 supplement-
ing Directive (EU) 2018/1972 by
establishing a single EU-wide
maximum termination rate of
mobile voice traffic and a single
EU-wide maximum rate termina-
tion of fixed voice traffic;

- Regulation (EU) 2018/1971
establishing a Body of Euro-
pean Regulators for Electronic
Communications (BEREC) and a
BEREC Support Agency (BEREC

Office).

15 General Data The Law of Ukraine “On Personal Data Not imple- Draft laws 8153 and 6177 are
Protection Regu- Protection”™ mented pending in the Verkhovna Rada
lation (GDPR) and need to be adopted and
(EU) 2016/679 implemented.

The European Commission™ em-
phasised the need to adopt draft
laws implementing the GDPR.

Draft laws on personal data
protection and on the National
Commission on Personal Data
Protection and Access to Public
Information, registered in 2022,
are still to be adopted.

™2 Verkhovna Rada of Ukraine. (2020, December 16). 3AKOH YKPAIHU [1po enexkmpoHHi komyHikayii - Po30in Xiil. YHIBEPCA/IbHI
E/IEKTPOHHI KOMYHIKALIVIHI TTOC/TYT . [LAW OF UKRAINE ON ELECTRONIC COMMUNICATIONS - Section XIlI. UNIVERSAL
ELECTRONIC COMMUNICATION SERVICES]. https://zakon.rada.gov.ua/laws/show/1089-20#n1825

" Verkhovna Rada. (2010, June 1). Law of Ukraine On Protection of Personal Data. https://zakon.rada.gov.ua/laws/show/2297-
17?lang=en#Text

™ European Commission (2024, October 30). Ukraine 2024 Report. Directorate-General for Neighbourhood and Enlargement
Negotiations. https://neighbourhood-enlargement.ec.europa.eu/ukraine-report-2024_en?fbclid=lwY2xjawGQnqJleHRuA2FI-
bQIXMAABHaQT5geEZAKY1XzQVY7um5LuQusK5mPvHFnIByXk3yq7nJHCAMNkiuAJCg_aem_4lhWMwib6w4Ros6KenVkgg
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16 = Regulation to Not subject The Regulation applies exclu-
protect personal to imple- sively to European institutions
data processed mentation and the requirements for them to
by EU institu- implement Regulation 679 and
tions, bodies, Directive 680.
offices and
agencies
(EV) 2018/1725

17  Regulation on Not imple- Documents related to the free
the free flow of mented movement of data in the digital
non-personal economy may be implemented
data simultaneously with or after the
(EU) 2018/1807 GDPR. Therefore, the issue of

non-personal data circulation is
not regulated.

Regulation (EU) 2016/679 and
this Regulation provide a har-
monised set of rules that ensure
the free flow of different types
of data.
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18  Open Data Direc- The Law of Ukraine “On Access to Public
tive (PSI) Information”™

(EV) 2019/1024 The Law of Ukraine “On Information”™
Regulation on data sets to be published
in the form of open data, approved by

the Cabinet of Ministers of Ukraine on 21
October 2015, No. 8357

Partially im-
plemented

This Directive does not affect the
protection of individuals with re-
gard to the processing of personal
data under Union and national
law, in particular Regulation (EU)
2016/679 and Directive 2002/58/
EC of the European Parliament
and of the Council (18) and
including any supplementary
provisions of national law. This
means, inter alia, that the re-use
of personal data is permissible
only if the principle of purpose
limitation as set out in point

(b) of Article 5(1) and Article 6

of Regulation (EU) 2016/679 is
met. Anonymous information is
information that does not relate
to an identified or identifiable
natural person or to personal
data rendered anonymous in
such a way that the data subject
is not or is no longer identifiable.
Rendering information anony-
mous is a means of reconciling
the interests in making public
sector information as re-usable
as possible with the obligations
under data protection law, but it
comes at a cost. It is appropriate
to consider that cost to be one of
the cost items to be considered
to be part of the marginal cost of
dissemination as referred to in
this Directive.

Since the GDPR has not been
implemented, the possibility of
full application of the Directive
without violating the right to
privacy is limited.

s Verkhovna Rada of Ukraine. (2011, January 13). 34KOH YKPAIHY IMpo docmyn do ny6aidHoi iHgopmayii. Law of Ukraine on
Access to Public Information. https://zakon.rada.gov.ua/laws/show/2939-17#Text

6 Verkhovna Rada of Ukraine. (1992, October 2). 3AKOH YKPAIHW IMpo iHgpopmayito. [Law of Ukraine - On Information]. https://

zakon.rada.gov.ua/laws/show/2657-12

" Cabinet of Ministers of Ukraine. (2015, October 21). [TOCTAHOBA [Mpo 3amaepdxeHHs [10/10)eHHsI npo HA6opU OQHUX, sIKi
nionsieatome onpustoOHeHH0 y opmi siokpumux daHux. [RESOLUTION On Approval of the Regulation on Data Sets to be
Disclosed in the Form of Open Data]. https://zakon.rada.gov.ua/laws/show/835-2015-%D0%BF#Text
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19 DataGovernance | The Law of Ukraine “On Access to Public Partially im- Union and national law on the
Act (DGA Regula- Information”’ - establishes the obligation | plemented protection of personal data
tion) of public institutions to publish and shall apply to any personal data
(EU) 2022/868 disseminate public information and open processed in connection with

data this Regulation. In particular, this
The Law of Ukraine “On Information”™ Regulation is without prejudice
- defines the types of information and to Regulations (EU) 2016/679 and
framework (EU) 2018/1725 and Directives
s s 2002/58/EC and (EU) 2016/680,
The La.w of Ukralng O’QOSuentlflc and including with regard to the pow-
Technlca.l Inf.o.rmatlon —.regglates thg ers and competences of supervi-
use OfSCIeI‘.ltIfIC and technical information sory authorities. In the event of a
of the public sector conflict between this Regulation
and Union law on the protection
of personal data or national law
adopted in accordance with such
Union law, the relevant Union or
national law on the protection
of personal data shall prevail.
This Regulation does not create
a legal basis for the processing of
personal data, nor does it affect
any of the rights and obligations
set out in Regulations (EU)
2016/679 or (EU) 2018/1725 or
Directives 2002/58/EC or (EU)
2016/680.

20 Law Enforcement = Draft Law “On Personal Data Protection”® = Notimple- Partial implementation will take
Directive 8153 of 25.10.2022 mented place if this draft law is adopted,
(EU) 2016/680 but this will only be the begin-

ning of bringing the entire block
of laws regulating the activities
of law enforcement agencies into
compliance.

21  Directiveoncom- = The Criminal Code of Ukraine® Partiallyim- | According to scholars, certain
bating fraud and The Law of Ukraine “On Payment Servic- plemented provisions of the articles of the

counterfeiting of

Criminal Code® need to be im-

es”®
non-cash means proved in terms of strengthening
of payment liability towards individuals and
(EU) 2019/713 legal entities.

78

79
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81

82

83

84

Verkhovna Rada of Ukraine. (2011, January 13). 3AKOH YKPAIHU Mpo docmyn do ny6aiuroi iHgopmayii. [Law of Ukraine On
Access to Public Information]. https://zakon.rada.gov.ua/laws/show/2939-17#Text

Verkhovna Rada der Ukraine. (1992, 2. Oktober). 3AKOH YKPAIHU lMpo iHgopmayito. [Law of Ukraine On Information]. https://
zakon.rada.gov.ua/laws/show/2657-12

Verkhovna Rada of Ukraine. (1993, June 25). 3AKOH YKPAIHW IMpo Haykogo-mexHidHy iHgpopmayito. [Law of Ukraine On
Scientific and Technical Information]. https://zakon.rada.gov.ua/laws/show/3322-12#Text

Verkhovna Rada of Ukraine. (2022, October 25). [lpoekm 3akoHy npo 3axucm nepcoHanbHux 0aHux. [Draft Law on Personal
Data Protection]. https://itd.rada.gov.ua/billinfo/Bills/Card /40707

Verkhovna Rada of Ukraine. (2001, April 5). KPUMIHA/IbHUV KOAEKC YKPAIHY. [Criminal Code of Ukraine]. https://zakon.

rada.gov.ua/laws/show/2341-14#Text

Verkhovna Rada of Ukraine. (2021, June 30). 3AKOH YKPAIHU Mpo nnaTixHi nocnyru Law of Ukraine On Payment Services.
https://zakon.rada.gov.ua/laws/show/1591-20#Text

Lytvynov, O. M., & Orlov, Y. V. (2024). Criminal Code of Ukraine and Directive (EU) 2019/713: A Comparative Legal Analysis in
the Context of Acquis Communautaire. Visnyk Kryminolohichnoi Asotsiatsii Ukrainy, (2), 37-52. https://www.researchgate.net/
publication/385016275_KRIMINALNIJ_KODEKS_UKRAINI_TA_DIREKTIVA_ES_2019713_EVROPEJSKOGO_PARLAMENTU_TA_
RADI_VID_17042019_PRO_BOROTBU_Z_SAHRAJSTVOM_I_PIDROBKOU_BEZGOTIVKOVIH_PLATIZNIH_ZASOBIV_PORIVNAL-
NO-PRAVOVIJ_ANALIZ_V_KONTE
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22 Regulationfora Law of Ukraine “On the Basic Principles of = Partially im- The legal provisions on the
Cybersecurity Act = Ensuring Cybersecurity of Ukraine”® plemented introduction of European cyber-
(EU) 2019/881 security certification schemes,

the abandonment of national
standards and the transition to
the introduction of technical
regulation based on technical
specifications approved by the
European Commission need to
be improved.

23 Regulationon Not imple- There are difficulties with
terrorist content mented determining the institution re-
online sponsible forimplementing this
(EU) 2021/784 Regulation - currently, the NSDC,

the Ministry of Digital Transfor-
mation, or the Ministry of Culture
and Strategic Communications
of Ukraine have partial powers to
regulate content.

24  Regulation to Not imple- The SSSCIP, as the body currently
establish a Euro- mented responsible for cybersecurity
pean Cybersecu- management in Ukraine, does
rity Competence not currently have sufficient au-
Centre thority and funding to establish
(EU) 2021/887 a Cybersecurity Competence

Centre. During the martial law
period, the extent of the develop-
ment budget are quite limited.

25 | Temporary CSAM  The Law of Ukraine “On Electronic Com- Notimple- Currently, there is no three-year
Regulation munications”% mented retention period for traffic data,
(EU) 2021/1232 only the possibility to access
2022/0155(COD) information about the consumer,

to establish a
long-term legisla-
tive solution

the facts of the provision of
electronic communication
services, including data
processed for the purpose of
transmitting such information

in electronic communication
networks, upon request. Namely,
on the basis of a decision

of a prosecutor, court, or
investigating judge in cases and
in the manner prescribed by law.

8 Verkhovna Rada of Ukraine. (2019, November 7). 3AKOH YKPAIHW IMpo ocHoeHi 3acadu 3a6e3neyeHHs Kibepbesnexku YKpaiHu.
[Law of Ukraine No. 2163-VIIl on the Financial System of Ukraine]. https://zakon.rada.gov.ua/laws/show/2163-19#Text

% Verkhovna Rada of Ukraine. (2020, December 16). 3AKOH YKPAIHU [1po enexkmpotHi komyHikayii - Po30in Xiil. YHIBEPCA/IbHI
E/IEKTPOHHI KOMYHIKALINHI TOC/1YTU. [LAW OF UKRAINE ON ELECTRONIC COMMUNICATIONS - Section XIIl. UNIVERSAL
ELECTRONIC COMMUNICATION SERVICES]. https://zakon.rada.gov.ua/laws/show/1089-20#n1825
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26 = Product Liability The Law of Ukraine “On Protection of Implement- The date of entry into force of
Directive (PLD) Consumer Rights”® ed the amended Directive (EU)
(EEC) 1985/374 Civil Code of Ukraine® 2024/2853 is 8 December 2024,
2022/0302 (COD) so the legislation will need to be

Commercial Code of Ukraine®

to adapt PLD updated in terms of new types
to new types of The Law of Ukraine “On Protection of of goods.
products Consumer Rights”

Law of Ukraine “On Amendments to the
Law of Ukraine” “On Quality and Safety of
Food Products and Food Raw Materials”°

The list of goods of good quality that

are not subject to exchange (return) is
approved by Resolution of the Cabinet
of Ministers of Ukraine No. 172 “On
Implementation of Certain Provisions of
the Law of Ukraine” “On Protection of
Consumer Rights” dated 19 March 1994.%

The Procedure for Conducting Trade Ac-
tivities and Rules for Trade Services to the
Population, approved by the Resolution
of the Cabinet of Ministers of Ukraine No.
833 dated 15 June 2006

Rules of Retail Trade in Non-Food Prod-
ucts, approved by Order of the Ministry
of Economy of Ukraine No. 104 dated 19
April 2007%

Rules of Retail Trade in Food Products
(as amended), approved by Order of
the Ministry of Economy and European
Integration of Ukraine No. 185 dated 11
July 2003

Rules for Trading on Markets (as amend-
ed), approved by Order of the Ministry
of Economy and European Integration
of Ukraine, Ministry of Internal Affairs

of Ukraine, State Tax Administration of
Ukraine, State Committee for Stand-
ardisation, Metrology and Certification
of Ukraine No. 57/188/84/105 dated 26
February 2002%
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Verkhovna Rada of Ukraine. (2003, January 16). usineHuli kodekc Ykpainu. [Civil Code of Ukraine]. http://zakon2.rada.gov.
ua/laws/show/435-15

Verkhovna Rada of Ukraine. (2003, January 16). locnodapcexuli kodekc YkpaiHu. [Commercial Code of Ukraine]. http://
zakon2.rada.gov.ua/laws/show/436-15

Verkhovna Rada of Ukraine. (2005, September 6). [Ipo 8HeceHHsi 3miH 00 3aKoHY YKpaiHu «[po siKicms ma 6e3nexy xap4o8ux
npodykmig ma npodososnsyoi cuposuHu». [On Amendments to the Law of Ukraine ‘On Quality and Safety of Food Products
and Food Raw Materials’]. http://zakon5.rada.gov.ua/laws/show/2809-15
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3axucm npae cnoxugadie». [RESOLUTION On Implementation of Certain Provisions of the Law of Ukraine ‘On Protection of
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Cabinet of Ministers of Ukraine. (2006, June 15). [TOCTAHOBA l1po 3ameepOxeHHs [TopsiOKy NpoBaoKeHHs Mopao8esibHoI
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Procedure for Conducting Trading Activities and Rules for Trade Services in the Consumer Goods Market]. http://zakon5.rada.
gov.ua/laws/show/833-2006-%D0%BF

Minstry of Economy of Ukraine. (2007, April 19). HAKA3 lpo 3ameepdxeHHsi [pasus po30pi6Hoi mopeaiesni Henpodo8oaedumu
mosapamu. [ORDER On Approval of the Rules of Retail Trade in Non-Food Products]. http://zakon0.rada.gov.ua/laws/show/
z1257-07

Ministry of Economy and European Integration of Ukraine. (2003, July 11). HAKA3 lpo 3amaepdxeHHs [pasus po3opi6Hol
mopeigni npodosonbyumu mogapamu. [ORDER On Approval of the Rules of Retail Trade in Food Products]. http://zakon2.rada.
gov.ua/laws/show/z0628-03

abinet of Ministers of Ukraine. (2002, February 26). HAKA3 lpo 3ameaepoxeHHs lMpasusn mopeieni Ha puHkax. [ORDER On
Approval of the Rules of Trading in the Markets]. http://zakon5.rada.gov.ua/laws/show/z0288-02
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27 | European The Law of Ukraine “On Standardisa- Implement- Update by Regulation (EU)
Standardisation tion”% ed 2022/2480 on the powers of the
Regulation European Commission.

(EV) 2012/1025
2022/0021 (COD)
to improve
decision-making
process

28 Radio Equipment = Technical regulations for radio equip- Partially im- Needs to be updated in
Directive (RED) ment®’ plemented accordance with the changes
(EU) 2014/53 introduced by 2021/0291(COD).
2021/0291(COD)
to establish rules
on common
chargers

29  elDAS Regulation = The Law of Ukraine “On Electronic Identi- Partially im- Regarding digital trust and cyber-
(EU) 2014/910 fication and Electronic Trust Services”* plemented security, Ukraine has made good
2021/0136(COD) progress in the approximation to
to introduce an the electronic identification and
EU elD frame- trust services under the European
work Digital Identity Regulation.

However, some gaps remain in
order to fully implement the EU
acquis in the field of electronic
identities and trust services and
in order that Ukraine can benefit
from internal market treatment.
The Ukrainian Law needs to be
aligned with the revised Europe-
an Digital Identity Regulation and
Ukraine will need to specify the
rules in a number of areas (e.g.
compliance with the GDPR (or

an equivalent level of personal
data protection) and with some
provisions of the NIS2 Directive)
in order to ensure mutual recog-
nition of electronic identification
schemes from EU Member States
in Ukraine according to European
standards.*

96

97

98

99

Verkhovna Rada of Ukraine. (2014, June 5). 3AKOH YKPAIHU Mpo cmandapmu3sayito. [Law of Ukraine on Standardisation].
https://zakon.rada.gov.ua/laws/show/1315-18#Text

Cabinet of Ministers of Ukraine. (2017, May 24). [TOCTAHOBA [po 3ameepoeHHs TexHi4Hoz0 pezaameHmy padioo61a0HAHHS.
[Resolution On Approval of the Technical Regulation of Radio Equipment]. https://zakon.rada.gov.ua/laws/
show/355-2017-%D0%BF#Text

Verkhovna Rada of Ukraine. (2017, October 5). 3AKOH YKPAIHU Mpo enekmpoHHy ideHmudikayito ma enekmpoHHi dogip4i
nocnyeu. [Law of Ukraine No. On Electronic Identification and Electronic Trust Services]. https://zakon.rada.gov.ua/laws/
show/2155-19#Text

European Commission. (2024, October 30). Ukraine Report 2024. Directorate-General for Neighbourhood and Enlarge-
ment Negotiations. https://neighbourhood-enlargement.ec.europa.eu/document/download/1924a044-b30f-48a2-99c1-
50edeacl4dal_en?filename=Ukraine%20Report%202024.pdf
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30 Regulation fora
Single Digital
Gateway
(EV) 2018/1724

Not subject
to imple-
mentation

This Regulation should establish
asingle digital gateway to act as
the single entry point through
which citizens and businesses
are able to access information
about the rules and require-
ments that they have to comply
with, by virtue of Union or
national law. The gateway should
simplify citizens’ and businesses’
contact with the assistance and
problem-solving services estab-
lished at Union or national level
and make that contact more
effective. The gateway should
also facilitate access to and
completion of online procedures.
This Regulation should not affect
in any way the existing rights
and obligations under Union or
national law within those policy
areas.

31 .eutop-leveldo-
main Regulation
(EU) 2019/517

Not subject
to imple-
mentation

In Ukraine, there is no regulation
at the level of regulatory legal
acts regarding registration in the
UA domain.

32 e-commerce The Law of Ukraine “On Electronic Com-
Directive merce”1%
(EC) 2000/31

Implement-
ed

There are still some problems
with the realisation of consumer
rights and regulation of the form
of contracts.

10 Verkhovna Rada of Ukraine. (2015, September 3). 3AKOH YKPAIHY IMpo enexkmporHy komepyito. [Law of Ukraine On Electronic

Commerce]. https://zakon.rada.gov.ua/laws/show/675-19#Text
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33  e-invoicing The Law of Ukraine “On Electronic Identi-
Directive fication and Electronic Trust Services”***

(EV) 2014/55 The Law of Ukraine “On Public Procure-
ment”10

Partially im-
plemented

https://paperless.diia.gov.ua/
https://prozorro.gov.ua/uk

The entry into force of the
legislation on the support of
electronic identification schemes
in accordance with the eIDAS
Regulation will provide for the
support of electronic identifica-
tion schemes and harmonisation
with the revised elDAS Regula-
tion.

In particular, this will include the
creation of a modern electronic
identification infrastructure in
Ukraine and ensuring its sus-
tainable development; ensuring
interoperability (technological
compatibility) of electronic
identification means, interme-
diate electronic identification
hubs and electronic identifica-
tion schemes; and protecting
information resources processed
in the system. The reform will be
implemented by the Ministry of
Digital Transformation and will
be completed by the 2nd quarter
of 2026.

This measure will simplify
online access to public services,
the conclusion of electronic
contracts with foreign partners,
and the receipt of international
electronic invoices.'®®

34  Geo-Blocking
Regulation
(EU) 2018/302

Not imple-
mented

There is no information
on measures related to
the implementation of the
Regulation.

35 | Digital content The Law of Ukraine “On Digital Content
Directive and Digital Services”%
(EV) 2019/770

Fully imple-
mented

According to the conclusion of
the Verkhovna Rada Committee
on European Integration, it needs
to be finalised in order to bring
itin line with the provisions of
Article 8 of Directive 2019/770.1%

10

2

Verkhovna Rada of Ukraine. (2017, October 5). 3AKOH YKPAIHY Ipo enekmporHy ideHmucpikayito ma enekmpoHHi dosip-

yi nocnyeu. [Law of Ukraine On Electronic Identification and Electronic Trust Services]. https://zakon.rada.gov.ua/laws/

show/2155-19

10:

N

Procurement]. https://zakon.rada.gov.ua/laws/show/922-19#Text
10:

&

Verkhovna Rada of Ukraine. (2015, December 25). 3AKOH YKPAIHW Ipo ny6iyni 3akynieni. [Law of Ukraine On Public

Ministry of Economy of Ukraine. (2024, March). lnaH dns Ukraine Facility, 2024-2027. [Ukraine Facility Plan, 2024-2027]. Page

379. https://www.ukrainefacility.me.gov.ua/wp-content/uploads/2024/03/plan-ukraine-facility.pdf

10

b4

Verkhovna Rada of Ukraine. (2023, August 10). 3AKOH YKPAIHU Mpo yugposuli koHmeHm ma yugposi nocyeu. [Law of

Ukraine On Digital Content and Digital Services]. https://zakon.rada.gov.ua/laws/show/3321-20#Text

10!

&

Verkhovna Rada of Ukraine (2022, January 31). [Ipoekm 3akoHy npo yugposuli KoHmeHm ma yugposi nocayau -BucHo-

80K (ekcnepmus3a wjo0o esponelicekoi iHmezpayii). [Draft Law on Digital Content and Digital Services - Opinion (European
Integration Review)]. https://itd.rada.gov.ua/billlnfo/Bills/CardByRn?regNum=6576&conv=9
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36 Directive on The Law of Ukraine “On Protection of Implement- The new version of the Law con-
certain aspects Consumer Rights”% ed tains provisions implementing
concerning con- the provisions of the Directive,
tracts for the sale but it will enter into force one
of goods year after its publication, but not
(EU) 2019/771 earlier than the day of termi-

nation or abolition of martial
law introduced by the Decree

of the President of Ukraine No.
64/2022 “On the Introduction of
Martial Law in Ukraine” dated 4
February 2022, approved by the
Law of Ukraine No. 2102-IX dated
24 February 2022.

37 PaymentServices = On Approval of the Regulation on Authen- | Implement- The Directive was significantly
Directive (PSD2) tication and Application of Enhanced ed amended in August 2024, and the
(EU) 2015/2366 Authentication in the Payment Market'*’ process of its implementation is

On Approval of the Regulation on Re- just beginning.
quirements to the Management System of
Financial Payment Services Provider!®

38 | P2B Regulation The Law of Ukraine “On Electronic Com- Not imple- Currently, information society

(EU) 2019/1150 merce”1® mented services and certain aspects of

the activities of an intermediate
service provider in the field of
e-commerce are defined at the
national level. The issue of trans-
parency, fairness of services and
effective compensation needs to
be expanded.

10

3

Protection]. https://zakon.rada.gov.ua/laws/show/3153-20#n259

10

N

Verkhovna Rada of Ukraine. (2023, June 10). 34KOH YKPAIHY IMpo 3axucm npas cnoxusadis. [Law of Ukraine On Consumer

National Bank of Ukraine. (2023, May 3). [TOCTAHOBA [Mpo 3ameepdxeHHsi [10710)eHHsI npo asmeHmuikayito ma 3acmocy-

8aHHS nocuneHoi asmeHmudikayii Ha nnamixHomy puHky. [Resolution On Approval of the Regulation on Authentication and
Application of Enhanced Authentication in the Payment Market]. https://zakon.rada.gov.ua/laws/show/v0058500-23#Text

10

3

National Bank of Ukraine. (2024, March 15). TOCTAHOBA Mpo 3ameepdseHHs [10/10)KeHHS Npo 8uMOzu 00 CLUCMEMU yNpassiiH-

Hsl Ha0asaya ¢iHaHcosux naamixHux nocaye. [On Approval of the Regulation on Requirements to the Management System of
a Financial Payment Service Provider]. https://zakon.rada.gov.ua/laws/show/v0123500-24#Text

10

8

Commerce]. https://zakon.rada.gov.ua/laws/show/675-19#Text
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Digital Market Act
(DMA Regulation)
(EV) 2022/1925

Not imple-
mented

Adraft law implementing the
Regulation is being prepared.

Protection of citizens’ rights and
online security, as well as sup-
port for business digitalisation
and harmonisation of Ukrainian
e-commerce legislation with EU
regulations, are important for
the development of the digital
economy and society, and a
priority task in view of European
integration processes and the ob-
ligations of a candidate state for
accession to the European Union.
Ukraine plans to implement the
Digital Services Act (DSA) and

the Digital Markets Act (DMA).
The implementation of European
approaches to the regulation of
digital services and digital mar-
kets in accordance with the DSA,
DMA and other EU acquis acts

is important for ensuring a safe
and reliable online environment
in Ukraine, competitive and fair
operation, equal conditions for
all participants in the digital ser-
vices market, protection of the
rights and legitimate interests

of business users and end con-
sumers, as well as harmonisation
with EU legislation.

In this context, the appointment
of an appropriate regulator for
digital services and further en-
suring its independence will be
key, as in the areas of electronic
communications and media,

as will investments in media
literacy, quality journalism, and
other areas of work that should
complement regulation.

40

Satellite and Ca-
ble I Directive
(EEC) 93/83

The Law of Ukraine “On Media”*°

Implement-
ed

41

Database Direc-
tive
(EC) 96/9

The Law of Ukraine “On Media”''

Implement-
ed

42

Information Soci-
ety Directive
(EC) 2001/29

The Law of Ukraine “On Copyright and

Related Rights”**?

Implement-
ed

43

Enforcement
Directive (IPR)
(EC) 2004/48

The Law of Ukraine “On Copyright and

Related Rights”**®

Implement-
ed

110 Verkhovna Rada of Ukraine. (2022, December 13). 3AKOH YKPAIHU Mpo media. [Law of Ukraine On Media]. https://zakon.rada.

gov.ua/laws/show/2849-20#n2413

M bid.

112 Verkhovna Rada of Ukraine. (2022, December 1). 3AKOH YKPAIHU Mpo asmopceke npaso i cymixHi npasa. [Law of Ukraine On
Copyright and Related Rights]. https://zakon.rada.gov.ua/laws/show/2811-20#n855

15 Ibid.
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44  Audio-visual The Law of Ukraine “On Media”*** Implement-
Media Services ed
Directive
(AVMSD)
(EU) 2010/13
45  Directive on the Civil Code of Ukraine (Articles 505-508)*' Partially im- Legislation needs to be improved
protection of Law of Ukraine On State Regulation of plemented reg.arding liability and compen-
trade secrets Activities in the Field of Technology sation for.unlawful acquisition,
(EU) 2016/943 Transfer! use and disclosure of trade
secrets.
46 | Portability Regu- = The Law of Ukraine “On Media”'' Implement-
lation ed
(EV) 2017/1128
47  Satellite and Ca- The Law of Ukraine “On Media”* Implement-
ble Il Directive ed
(EU) 2019/789
48  Copyright Direc- The Law of Ukraine “On Copyright and Implement-
tive Related Rights”*** ed
(EU) 2019/790
49  Decisionon On approval of the list of indicators of Implement-
a path to the Digi- = the Digital Economy and Society Index ed
tal Decade (DESI)*°
2021/0293(COD)
50 = European Chips Notimple-
Act (Regulation) mented
2022/0032(COD)
51 | Regulationon Notimple-
a Union Secure mented
Connectivity
Programme
2022/0039(COD)
52 | ePrivacy Regu- Notimple-
lation mented
2017/0003(COD)
53 European Data Notimple-
Act (Regulation) mented
2022/0047(COD)
54  European Health Partially im-
Data Space (Reg- plemented
ulation)
2022/0140(COD)

11
11

11

11

11

11

12

Institut flir Europa

=

Verkhovna Rada of Ukraine. (2022, December 13). 3AKOH YKPAIHW IMpo media. [Law of Ukraine On Media]. https://zakon.rada.
gov.ua/laws/show/2849-20#n2413

Verkhovna Rada of Ukraine. (2003, January 16). usineHuli kooekc Ykpaitu. [Civil Code of Ukraine]. https://zakon.rada.gov.
ua/laws/show/435-15#Text

Verkhovna Rada of Ukraine. (2012, October 2). 3AKOH YKPAIHU IMpo eHeceHHs 3miH 0o 3aKoHy Ykpaiu «[1po depxasHe
pezyntosaHHs disneHocmi y cpepi mpaHcgepy mexHonoeil». [Law of Ukraine On Amendments to the Law of Ukraine ,On State
Regulation of Activities in the Field of Technology Transfer‘]. https://zakon.rada.gov.ua/laws/show/5407-17#Text

Verkhovna Rada of Ukraine. (2022, December 13). 3AKOH YKPAIHY IMpo media. [Law of Ukraine On Media]. https://zakon.rada.
gov.ua/laws/show/2849-20#n2413

Ibid.

Verkhovna Rada of Ukraine. (2022, December 1). 3AKOH YKPAIHU po asmopceke npago i cymixHi npaga. [Law of Ukraine On
Copyright and Related Rights]. https://zakon.rada.gov.ua/laws/show/2811-20#n855

Cabinet of Ministers of Ukraine. (2023, September 5). PO3[10PSIJ)XKEHHSI [po 3ameepoxeHHs nepesiky NOKA3HUKie IHOeKcy
yugpposoi ekoHomiku ma cycninecmaa (DESI). [Resolution List of indicators of the Digital Economy and Society Index (DESI)].
https://zakon.rada.gov.ua/laws/show/774-2023-%D1%80#Text
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55 e-evidence Regu- = The Law of Ukraine “On Electronic Com- Partially im- Draft Laws 4003 and 4004 have
lation munications”# plemented been developed, but need to
2018/0108(COD) be revised due to a significant

update of the Rules.

Legislation on e-commerce and
other information society servic-
es also needs to be improved in
terms of preserving electronic
evidence.

56 | Digital Opera- Notimple- Implementation measures
tional mented should be initiated by the Na-
Resilience Act tional Bank of Ukraine next year.
(DORA Regula-
tion)
2020/0266(COD)

121 Verkhovna Rada of Ukraine. (2020, December 16). 3AKOH YKPAIHU Mpo enekmpoHHi komyHikayii. [Law of Ukraine On

Electronic Communications]. https://zakon.rada.gov.ua/laws/show/1089-20#Text
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57  NIS2 Directive Law of Ukraine “On the Basic Principles of
2020/0359(COD) Ensuring Cybersecurity of Ukraine”?

Procedure for searching for and detecting
potential vulnerabilities of information
(automated), electronic communication,
information and communication systems,
electronic communication networks'*

Partially im-
plemented

Ukraine will be moving closer

to the NIS and NIS2 framework
standards, as well as to the 5G
Security Toolbox (once 5G is
fully launched in Ukraine). In
particular, this is partially set out
in the Resolution of the Cabinet
of Ministers of 16 May 2023

No. 497, which approved the
Procedure for Searching for and
Identifying Potential Vulnerabili-
ties of Information (Automated),
Electronic Communication,
Information and Communication
Systems, Electronic Communica-
tion Networks (hereinafter - the
Procedure).

The Procedure defines a mech-
anism for searching for and
identifying potential vulnerabili-
ties of information (automated),
electronic communication, infor-
mation and communication sys-
tems, electronic communication
networks, and system owners
receive a tool to significantly im-
prove the cybersecurity of such
systems. In addition, harmoni-
sation with certain provisions of
the NIS and NIS2 will be ensured
by the relevant regulations.

These acts will determine the
mechanism for regulating the ob-
ligation to take measures aimed
at creating an appropriate legal
framework for the implemen-
tation of prevention measures,
detection and suppression of
acts of aggression in cyberspace
in the context of Russia’s war
against Ukraine, increasing

the level of protection of state
information resources and
critical information infrastructure
against cyberattacks, as well as
comprehensive improvement

of the regulatory framework in
the field of cybersecurity and
information protection in order
to strengthen the capabilities of
the national cybersecurity sys-
tem to counter cyber threats. The
reform will be implemented by
the Administration of the State
Service for Special Communica-
tions and Information Protection,
the Ministry of Digital Transfor-
mation and will be completed by
the 1st quarter of 2025.

122 \erkhovna Rada of Ukraine. (2017, October 5). 3AKOH YKPAIHU IMpo ocHogHi 3acadu 3abe3neyeHHs Kibep6esneku YKpaiH.
[Law of Ukraine On the fundamentals of cybersecurity of Ukraine]. https://zakon.rada.gov.ua/laws/show/2163-19#Text

123 Cabinet of Ministers of Ukraine. (2023, May 16). [TOCTAHOBA l1po 3ameep0xeHHs [TopsiOKy NowyKy ma 8usie/IeHHs NomeH-
yiliHoi 8paznusocmi iHghopmayiliHux (a8MoMamu308aHuUx), e1EKMPOHHUX KOMYHIKayiliHUX, iHhopMayiliHO-KoMyHIiKayitiHux
cucmem, esIeKMpPOHHUX KoMYyHikayitiHux mepex. [Resolution On approval of the Procedure for searching and identifying
potential vulnerabilities of information (automated), electronic communication, information and communication systems,
electronic communication networks]. https://zakon.rada.gov.ua/laws/show/497-2023-%D0%BF#Text
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58 Information Se- Not imple- Not entered into force.
curity Regulation mented
2022/0084(COD)

59 | Cybersecurity Not subject
Regulation to imple-
2022/0085(COD) mentation

60  European Cyber Not imple-

Resilience Act mented
2022/0272(COD)

61  Machinery Regu- Notimple-
lation mented
2021/0105(COD)

62 | AlAct (Regula- Notimple-
tion) mented
2021/0106(COD)

63 | General Product Not imple- The General Product Safety
Safety Regulation mented Regulation (GPSR) is a new key
2021/0170(COD) instrument in the EU’s product

safety legislative framework,
replacing the current General
Product Safety Directive and the
Food Imitation Directive as of 13
December 2024.

64 | Al Liability Direc- Notimple- Not entered into force.
tive mented
2022/0303(COD)

65 | Digital Services Not imple-

Act (DSA Regula- mented
tion)
2020/0361(COD)

66 = Transparency Notimple- The Regulation has entered into
and targeting of mented force, but most of its provisions
political advertis- will be applied in the autumn
ing (Regulation) of 2025.
2021/0381(COD)

67 | Crypto-assets The Law of Ukraine “On Virtual Assets”'?* Notimple- The law never came into force, as
Regulation Draft Law No. 10225 and Draft Law No. mented it was supposed to start working
(MiCA) 10225-1 from the date of entry into force
2020/0265(COD) of the Law of Ukraine on Amend-

ments to the Tax Code of Ukraine
regarding the peculiarities of
taxation of transactions with
virtual assets, but not before
the date of publication of this
Law. This draft law was never
developed. Instead, two draft
laws were developed and
submitted, which are currently
being discussed and finalised by
a working group under the VRU
Committee.'®

68  Regulation on Not imple-
distortive foreign mented

subsidies
2021/0114(COD)

124 Verkhovna Rada of Ukraine. (2022, February 17). 3AKOH YKPAIHW Mpo eipmyanexi akmusu. [Law of Ukraine On virtual assets].
https://zakon.rada.gov.ua/laws/show/2074-20#Text

125 Nosov, V. (2024, February 13). SIkuli 3akoHonpoekm npo o6iz 8ipmyansHux akmueig 0o0380/1ume 6i3Hecy possusamucs. [Which
draft law on virtual assets turnover will enable business in Ukraine]. Ekonomichna Pravda. https://epravda.com.ua/col-

umns/2024/02/13/709876/
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69 | Platform Work Notimple- Entered into force in November
Directive mented 2024.
2021/0414(COD)

70 | Single Market Notimple- REGULATION (EU) 2024/2747
Emergency In- mented entered into force in November

strument (SMEI)
2022/0278 (COD)

2024.
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